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What we arejunapologetically, is.hostile to people:who seem to be unwilling to. think orito do, their
own homework before asking questions. People like that are time sinks — they take without giving
back; and they waste time we cotild have spent on another question more interesting and another
personmore worthy of an answer.. We call people likethis “losers’«(and for historical reasons we
sometimes spell it “lusers’”).

We realize that there are many people who just want to.use the software we write,.and who have no
interest in learning technical details. For most people, a computer is merely a tool,'a means to an
end; they have more important things to do and lives to live. Weracknowledge that, and don't expect
everyone totakelan interest in the technical matters that/fascinate us! Nevertheless)our style of
answering questions,is funed for people who do take such an interest and are willing to be active
participants in problem-solving: That's not going to change: Nor should it; if it did,swe would
become less effective at the things we do best.

We're (largely) volunteers. We take time out of busy lives to answer questions, and-at times we're
overwhelmed with them. So we filter ruthlessly. In particular, we throw away questions from people
who appear to be losers in order to.spendour question-answering:time more efficiently, onswinners.
If'you find this attitude obnexious, condescending; or arrogant,check your assumptions; We're not
asking you to genuflect to us —in fact, most-of us wouldlove nothing more than to deal with you
as anequal and welcome you into our culture;if you putin the effort required to make that poessible.
Butat's simply netefficient forus to try toshelp peopleswho are notawilling to help-themselves:t's
OK to beignorant; it's not'OK to play stupid.

So, while'it isn't necessary to.already be technically competent to get attention from us, it is
necessary to demonstrate the kind of attitude that leads to‘Competence— alert, thotughtful,
observant, willing to be andactive partner in developing a solution. If you can't live with this sort of
discrimination, we suggest you pay somebody for a commercial support contract/instead of asking
hackers to personally donate help to you.

If you decide to come to us for help, you don't want to be one of the losers. You don't want to seem
like one, either. The best way to get a rapid and responsive answer is to ask it like a person with
smarts, confidence, and clues who just happens to need help on one particular problem.

Before You Ask
Before asking a technical.question by e-mail, or in.a newsgroup, or on a website chat board, do the
following:
1. Try:to.find an answer by searching the archives of the forum you plan to post to:
2. Try to.find an-answer by searching the-Web.
3% Try to find an answer by reading the'manual.
4. Trylto, find an answer by reading a FAQ.
5. Try te find an answer by inspection or experimentation.
6. Try to find an answer by asking a skilled friend.

7. If you're a programmer, try to find an answet by readingithe source code.

8.
When you ask your question, display the fact that you have done these things first; this will help
establishthat you're.not being a'lazy sponge and wasting people's timef Better yet, display whatyou
have learned from doing these things. We like answetring questions for people who have
demonstrated they;can learn from the answers.

Use tacties like doing a Google search on the text of whatever error message you get(searching
Google groups.as well as Web pages). This might well'take you straight to fix.documentation ora
mailing list thread answering your question, Even if it doesn't, saying “I googled on the following
phrase but didn't' get-anything that looked promising” is'a'good thing to do/in e-mail or news



postings requesting help, if.only becauserit records what searchesswon't help. It will'also help to
direct,other people with similar problems.to your thread by linking the search terms, to what will
hopefully be yourproblem and resolution thread.

Take your time..Donot expeetto be able.to solve a complicated problem with.afew seconds of
Googling. Read and understand the FAQs, sit back, relax and give the problem some thought before
approaching experts.' Trust us, they will be able to tell from your questions how much reading and
thinking you did; and will be.more willing to.help if you come prepared. Don't instantly fire your
whole arsenal of questions just because your first search turned up no.answers (or too many).

Prepare your quéstion. Think!it through. Hasty-sounding questions/get hasty answers, or nong at all,
The more you do to demonstrate that having put thought and effort into selving your problem
before secking help,the more likely you are to actually gethelp.

Beware of asking the wrong question. If youask one that;is based on faulty assumptions, J..Random
Hacker is quite likely to reply with a uselessly literal answer while thinking “Stupid question...”,
and hoping the experience of getting what you asked for rather than what you needed will teach.you
a lesson.

Never assume you are entitled to-an answer. You are not; you aren't, -after all, paying for the service,
You will.earn an answer, if you earn it, by asking a substantial, interesting, and thought-provoking
question.— one.thatimplicitly contributes:to-the experience of the.community.rather than merely
passively demanding knowledge from others.

On the other hand, making it clear that you are'able and willing to help in'the process of developing
the solution is a very good start. “Would someone provide a pointer?”’,”“What is my example
missing?”’, and “What siteshould I have checked?” are more likely to get angswered than Please
postthe exact procedure I shoulduse.” because you'reimaking it clearthat you'rejtruly willing to
complete the process if someone can just point' you in the right direction.

When You Ask

Choose your forum carefully

Be sensitive in choosing where you ask your guestion. You are likely to-be ignored,/or written offas

a leser, if you:

* post your question to a forum where it's off topic

* post a-very elementary question to a forum where advanced technical questions are expected,-or
vice=versa

* cress=post to teomany different. newsgroups

*post a personal e-mail to'somebody who is neither an acquaintance of yours nor personally
responsible for solving your problem

Hackets blow off questions that are inapproptiately targeted in order to try to protect their
communications channels from being drowned in irfelevance. You don't want this to happento you.

The first step, therefore, is to find the right forum. Again, Google and other Web-searching methods
are yourfriend. Use.them to find‘the project webpage most closely associated with/the hardware or
software giving you difficulties. Usually it will havelinks to a FAQ (Frequently Asked Questions)
list,-and-to projeetymailing listsrand their archives. These mailing lists,are the finalplaces to,go;for
help, if your own efforts (including reading those FAQs you found) do nhot find you ‘a solution. The
project page may also describe a bug-reporting procedure,or have a linkto one; if 5o, follow if.
Sheoting off anse-mail to a person.or forum which youare not familiarwith is«isky at bestsFor
example, do not assume that the author of an informative webpage wants to,be your free consultant.
Do not'make optimistic guesses about whether your question will be' welcome — if you're unsure,



send it elsewhere, or refrain‘from sending it atall.

When selecting a Web forum, newsgroup ot mailing list, don't trust the'name by-itself too far; look
for a FAQ or charter to verify your question is on-topic. Read some of 'the back traffic before
posting so you'lliget a feel for how things-are done there. In fact, it's a very good idea to do.a
keyword search for words relating to your problem ‘on the newsgroup or mailing list archives before
you post. It may find you an answer, and if not it will help'you formulate a better question.

Don't shotgun-blast.all the available help channels at once; that's like yelling and irritates people.
Step.through them softly.

Know what your topic is! One ofithe classi¢ mistakes is|asking quéstions about/theé Unix or
Windows programming interface in a forum deveted to a language or library or tool portable across
both. Ify0ou don't understand whythis is a blunder, you'd be best off net asking any‘questions atall
until you get iti

In general, questions to a well-selected public forum are more likely to'get useful answers than
equivalent questions to a private one. There are multiple reasons for this: One is simply the size.of
thespool of potential respondents. Another is the size.of the-audience; hackers.would ratheranswer
questions that educate many people than questions.setving only a few.

Understandably, skilled hackers:and authors of popular seftware are alteady receiving more than
their fair share of mis-targeted- messages..By-adding to.the.flood, yeu-could in extreme cases-even
be the straw that breaks the camel's back— quite a'few times, contributors to popular projects have
withdrawn their support because collateral damage in the form of useless e-mail traffic to their
personal accounts became unbearable.

Web-and IRC forums directed towards newbies often give the quickest response

Your local user group, or your Linux distribution, may advertise a Web' forum or IRC channel where
newbies can get help. (In non-English-speaking countries newbie forums are still more likely to be
mailing dists.) Theseare good first places to ask, especially it you think'you may have tripped over a
relatively simple or common problem. An advertised IRC channel is an open.ifivitation tosask
questions thetre and often get.answers in real time.

In fact,'if you got the/program that1s giving you problems from a Linux distribution (as common
today), it may bebetter to ask'in the distro's forum/list before trying the program's project
forum/list. The project's hackers may just say, “use our build”,

Before posting to.any Web forum, check if it-has a Search-feature. If it"does, try a.couple of
keyword searches-for something like your problem; it just might help. If you did-a-general Web
search before (as you should have), search the forum anyway; your Web-wide search engine might
not have all of this forum indexed recently.

There 1s"an increasing tendency for projects to do user support over a Web forumor IRC channel,
with e-mail reserved more for development traffic. So look for those channels first when seeking
project=specific help:.

Asa second step, use project mailing lists

When a projectthas a development-mailing list; writeifo the-mailing list; not tosindividual
developers, even if you belieye you know, who can best answen your question, Check the
documentation of the project and-its homepage for the address of a project mailing-list, and use-it.
There:ate several good reasons for this policy:

*Any question good enough to be asked of one developer will also be of value to the whole group:
Contrariwise, if you suspect your'question is too dumb for'a mailing list, it's not an'excuse to harass



individual developers.

* Asking questions on the list distributes load among developers. The individual developer
(especially if he's the project leader) may be too busy to answer your questions.

* Mostmailing lists‘are archived and the archives are indexed by search engines. If you ask your
question.on-list.and it is answered, a future querent could find yourquestion and the answeron the
Web instead of asking it again.

* [f certain questions. are seen to be asked often, developers can use that information to/ improve'the
documentation or the software itself to be less confusing. But if those questions are asked in private,
nobody has the complete picture of what questions are asked most often.

If a project has both'a “user”anda “developeér” (or *hacket”) mailing list or Web| forum, and you
are not hacking on the code, ask in the “user” list/forum. Do not assume that you will be welcome
on the developer list; where they're likely to-experience your question as noise distapting their
developer traffic.

Howevet, if you are sure your question is non-trivial, and you get no answer in the “user’ list/forum
for several days, try the “developer” one. Youwould be well advised to'turk there fora few days
before posting to'learn the local folkways (actually thiS is good advice on anyptivate or semi-
private list).

If you cannot find aproject's mailing list address, but only see the address of the maintainer of the
project; go ahead.and write to.the maintainer. But evenan that case;don't assume that the mailing
list doesn't exist. Mention in your-e-mail that you tried and could not find thé appropriate mailing
list. Also mention that you don't object to having your message forwarded to other people. (Many
people believe that private e-mail should remain private, even if there is nothing secret in it. By
allowing your message to be forwarded you give your correspondent a choice about how to handle
your-e-mail.)

Use meaningful, specific subject headers

On mailing lists, newsgroups or Web forums,the subject header is your golden opportunity to
attract qualified experts' attention in around 50 characters or fewet. Don't waste it on babble like
“Please help e’ (let alone “PLEASE.HELP ME! M1”; messages with subjects like that get
discarded by reflex)-Don't try to-impress us with the depth of your anguish; use the'space for a
super-concise problem- description instead.

One good convention for subject headers, used by many tech support organizations, is ‘‘object -
deviation”. The “object” part specifies what thing or group of things'is'having a problem, and the
“deviation” part deseribes the deviation from-expected behavior.

Stupid:

HELP! Video'doesn't work properly on'my laptop!

Smart:

X.org 6.8.1'misshapen mouse cursor, Fooware MV1005 vid. chipset

Smarter:

Xsorg 6.8.1 moeuse cursor on Fooware MV 1005 vid,chipset - is misshapen

The process of writing an “‘object-deviation” description will help you organize your thinking about
the problem in more detail. What is affected? Just the mouse eursor or other graphics too? Is this
specific.to the X.orgversion of X2 To version6.8.1? Is this'specific to Fooware video chipsets?./To
model MV 1005? A hacker who sees thea@sult can immediately understand what it is-that you are
having a, problem with and the problem you are haying, at a glance.

More geénerally, imagine lookingat'the index‘of‘an archive of questions, with justthe'subject lines
showing. Make your.subjectdine reflect your questionswell enoughsthat the next.guy searching the
atchive with a question similar to yours will be able to follow the thread te an answer rather than
postingthe question again.



If'you. ask a question, in a reply, be sure to,change the subject line to indicate that you're asking a
question: A Subject hme that looks like “Re: test” or “Re:‘new bug™ is'less likely-to-attract useful
amounts of attention./Also, pare'quotation of previous messages to the'minimum consistent with
cluing in.new readers.

Do not'simply hit reply to a list message in order to start ah entircly new thread. This will limit your
audience: Some mail readers; like mutt, allow the user to sort by thread and then hide messagesina
thread by folding the thread. Folks who do that will never see your. message.

Changing the subject is not sufficient. Mutt, and prebably othermail readers; looks-at other
information in the je-mail's headérs to assign it to a thread, not the subject line. Instead start an
entirely new e-mail.

On Web forums the rules of good practice are slightly different, because messages are usually much
more tightly bound to specific discussion threads and often invisible;outside those threads.
Changing the subject when asking a question in reply 1s not essential. Not all forums even allow
separatessubject lines on replies, and nearly nobody reads them when they do. However, asking a
questioniin a reply is'a dubieus practicedn itself, because it-will only be seen by those whosare
watching this thread. So, unless you are sure you want to ask only the people currently active in the
thread, start a new'one.

Makesit easy to reply

Finishing yout query with “Please send your reply to...”” makes it quite-unlikely you will get an
answer. {f you can't be bothered to take even the few seconds required to set up a correct Reply-To
header in your mail agent, we can't be bothered to take even a few seconds to think.about your
problem. If your mail program doesn't permit this, get a better mail program. If your operating
system doesn't support any e-mail programs that permit this, get:a better operating system.

In ' Web forums, asking for.a reply by e-mail is outright rude, unless you believe the information
may be sensitive (andisomebody will, for some unknown reason, let you but not the whole forum
know it). Tf you want'an e-mail copy when somebody replies in the thread, request.that the Web
fortim send it; this feature is'supported almost everywhere underoptions like “watch this thread”,
“send.e-mail 'on answers’’; ete.

Write in.clear, grammatical, correctly-spelled language

We've found by experience that people who are careless and sloppy writers are usually also careless
and sloppy at thinking and coding (often enotigh to bet on,. anyway). Answering questions for
careless‘and sloppy thinkers is not rewarding; we'd rather spend our time elsewhere.

So expressing yout.question clearly and well'is important. If you can't be bothered to do that; we
can't be bothered to pay attention. Spend the extra effort to polish your-language. Tt doesn't have to
be stiff or formal —in fact, hacker culture values|informal, slangy and humorous language used
with precision. But it has to be precise; there hasto be some indication that you're thinking and
paying attention.

Spell;jpunctuate; and capitalize correctly. Don't confuse;“its” with {‘it's”, “loose” with “lose’, or
“discrete’’ with “discreet”. Don't TYPE IN ALL CAPS; this is read as shouting and considered rude.
(All-smalls is only slightly less annoying, as it's difficult to'read. Alan €Cox can get away with itybut
you can't.)

More-generally, if'you write like'a semi-literate boob you'will very likely be ignored. So don't use
instant=messaging shortcuts. Spelling "you'" as"u" makes‘you look lik€a semi-literate boob to save
twosentire keystrokes. Worseswriting like:a133t scriptkiddie haxOris the absolute kiss of death.and
guarantees you will receive nothing but stony silence (or, at best, a heaping helping of scorn and
sarcasm) in return.



If you are asking questions in a forumithat does not use your native language, you will get a limited
amount-of slack for'spelling and grammar errors — butno-extra slack at all for laziness (and-yes,
we can‘usually spotthat difference). Also, unless you know what yourrespondent's languages are,
write'in EnglishaBusy hackers tend to simply flush questions in languages they:don't understand,
and English is the working language of the Internet. By writing in English, you minimize ‘your
chances that your question will be discarded tnread.

Send questions in-accessible, standard formats

If you make your questioniartificially hard to read, it is more likely to be passed over in faver of one
thatiisn't. So:

* Send plain text mail, not HTML! (It's not hard to turn off HTML.)

* MIME attachments are usually“OK, but only'if they are.real content (such as an-attached sourée
file

or patch), and not merely boilerplate generated by your mail client,(such as another.copy of your
message).

* Don't send e-mail in‘which entire paragraphs are single multiply-wrapped lines. (This makes it too
difficult to replyto just partof the.message.) Assumesthat your respondents will be reading'mail-on
80-character-wide text displays and set your line wrap accordingly, to something less than 80,

* However, do not wrap data (such as log file-dumps or’'session transcripts) at any fixed column
width: Data should be included as-is, so respondents can have confidence that they are seeing what
you.Saw.

*Don't send MIME Quoted-Printable éncoding to an English-language forum. This-encoding can
be

necessary when you're posting in-a language ASCII doesn't cover, but many e-mail.agents don't
supportit. When they break, all those =20 glyphs scattered through the text are ugly and distracting
—= or may actively sabotage the semantics of your text.

* Never, ever expect hackersito be able toiread closed proprietary document formats like Microsoft
Word or Excel. Most hackers react to these about'as well as you would to having a pile of steaming
pig manure dumped.on your doorstep. Evenwhen they can cope, they .resent having to do so.

* If you're sending e-mail from a Windows machinegturn off Mietosoft's stupid “Smart Quotes™
feature.-This is so you'll avoid sprinkling garbage characters through, your mail.

* In Web forums, donot abuse “‘smiley” and “HTML” features (when they are present). A smiley or
two isusually OK; but'colored fancy text tends to make people think you are lame: Seriously
overusing smileys and color.and fonts will make you.come off like'a giggly teenage girl, which is
not generally,a good idea unless you are more interested in sex than answers.

If you're. using a graphical-user-interface mail client such'as Netscape Messenger, MS Outlook; or
their ilk; beware that it may violate these rules when used-with its default settings..Most such clients
haveamenu-based-“View Soutee” command. Use this.on something in your sent-mail folder,
veritying sending of plain text withoutunnecessary attached crud.

Be precise and informative about yout problem

* Describe the symptoms of your, problem or bug carefully and clearly,

* Deseribe the environment in which it oceurs (machine; ©S, application, whatever). Provide your
vendor's distribution and release level (€.g.: “Fedora'Core 77, “Slackware 9.17, etc.).

* Describe the research you did to try andjunderstand the problem before you asked the question.

* Describe the diagnostic steps you took to try and pin down the problem yourself before you asked
the question.

* Describe anyspossibly relevant recent.changes in your computeror software€onfiguration.

Do the best you can to anticipate the questions a hacker will ask; and answer them in advance. in
your request for help:

Simen Tatham has written ansexcellent essay entitled How.to Report Bugs Effectively. I strongly
recommend that you read it.
Volume 1s not precision



You need to besprecise and.afiformative.sThis end is not served by Simply dumping huge volumes of
code or data into,a help request. If you have a large, complicated test case that is breaking a
program, try to trim-it and make it as small-as-possible.

Thisiisuseful forat least three reasons. One: being seen to.invest effort.in simplifying the question
makes it'more likely you'll get an"answer, Two: simplifying the question makes it more likely you'll
get a useful answer. Three: In the'process of refining your bug report, you may develop a fix or
workaround yourself.

Don't claim that vou have found a bug

Wheén|you are having problems with a piece of softwarel don't claim/you have found a bug unléss
you are very, very sure of your ground. Hint: unless you can provide a source-code, patch that fixes
the problem, or a regression test against a previous version that demonstrates incorrect behavior,
you are probably not sure enough. This applies to webpages and documentation, too; if you have
found;a-documentation “bug’’, you should supply replacement text,and which pages it should,go on.
Remember, there are ' many otherusers that aré not experiencing your problem. Otherwise you
would have learned about it while reading the.documentation and searching the Web (you did do
that before complaining, didn't you?). This means that very probably itis youwho are doing
something wrong, not the,software.

The people who wrote the software work very hard to make it work as‘well as possible. If you elaim
youshave found.abug, you'lLbedmpugningtheir competence, whichrmay offend:some of themeven
if you are cortect. It's'especially undiplomatictoyell “bug” in the Subject.line.

When asking your question, it is best to write.as though you assume you are doing something
wrong, €ven if you are privately pretty sure you have found an actual bug. If there really is a bug,
you will hear about it in the answer. Play it so the maintainers will want to apolegize to you if the
bugis teal, rather than so that you will owe|them an apology if'you have messedup.

Grovelling is not a substitute for doing your homework

Some people who get that they shouldn't’behave rudely or arrogantly, demanding an answer, retreat
to the,opposite extreme of grovelling, Tknow I'mjust a pathetic newbie loser, but...”. This is
distracting and unhelpful. It's especially annoying when it's coupled with vagueness' about the actual
problem;

Don't waste your time, or,ours, on crude primate politics. Instead, present the background facts and
your question as clearly as you/can. That is'‘a’better way! to.position yourself than' by grovelling!
Sometimes Web forums have separate placesfor newbie questions: If you feel youdohave a
newbie question,just go there-But don't grovel there either.

Describe the problem's symptons, not your guesses

It's not useful to tell hackers what you think is causing your problem. (If your diagnostic theories
were such hot stuff, would you be consulting-others for help?) So, make sure you're telling them the
raw symptoms'of what goes wrong, rather than your'interpretations and theories. Let them do the
interpretation and diagnosis. Ifiyou feel it's important tojstate your guess, clearlylabel it'as such and
describe why that answer isn't working for you.

Stupid:

I'm getting back-to-back SIG11 errorsion kernel compiles,,and suspect a hairline crack on one of the
motherboard traces. ' What's the best way to ‘check for those?

Smart:

My:home-built K6/233 on anFIC-PA2007 metherboard (VIA ApollorVP2 chipset)with 256MB
Corsair PC133 SDRAM starts getting frequent SIGT1 errors about 20 minutes after power-on
during the course of kernel compiles, but never in the first'’20 minutes:.'Rebooting doesn't restart the



clock, but poweting down evernight does. Swappingout all. RAM didn't helpsThe relevant'part of a
typical compile session log follows.

Since the precedingpoint seems'to be a tough one for many people to'grasp, here's'a phrase to
remind you: "Alldiagnosticians are from-Missouri." That US state's official mettois. "Show:me"
(earned in 1899, when Congressman Willard D. Vandiver said "'T eome from ‘a country that raises
corn and cotton and cockleburs ahd Democrats, and frothy eloquence neither convinces nor satisfies
me. I'm.from Missouri. ' You've got to show. me.") In diagnosticians' case, it's not.a matter of
skepticism, but rather a literal, functional need to see whatever is as close as possible to the same
raw evidence that you see,rather than your surmises and summaries. Show us.

Describe your problem’s symptoms in chronological order.

The clues most useful in figuring‘out something that wentwrong often'lie in the events immediately
prior. So, your-account should describe precisely what you did, and what the machine and software
did, leading up to the blowup: In the case.of command-line processes; having a;session log (e:g:;
using the script utility) and quoting the relevant twenty or so lines is very useful.

If the program that blew up on youhas diagnostic options (such as -v for verbose), try to select
options that will'add useful. debugging information testhe transcript. Remember thatmore is not
necessarily better; try to.choose a debug level that will inform rather than deowning the reader in
Junk.

If your-account ends.up beingdong (more.than about feur paragraphs),it might.bewuseful to
stceinctly state the problem tip top, then follow with the chronological tale. That way, hackers will
know what to watch for in reading your account.

Describe the goal, not the step

Ifiyou are trying to find out how to do something (as opposed toireporting a bug), begin by
describing the goal./Only then describe the particular step towards itjthat you ateblocked on.

Often, people who need technical help have a high-level goalin mind and ‘get stuck on'what they
think is.one particular path towards the goal. They come for help with the step, but.don't realize/that
the'path is wrong. It can take substantial'effort to getpast this.

Stupid:
How do I get the color-picker on the FooDraw program to take a hexadecimal RGB value?

Smart:

I'm trying to replace the color table on an image with values of my'choosing. Right'now the only
way L can see to do this'is by editing each table slot, but L.can't get FoeDraw's color picker to take a
hexadecimal RGB value.

The'second version of the question is smart! It allows an answer that|suggests a tool better suited to
the task.

Don't ask people to reply by private e-niail

Hackers;believe solving problems should:be a public, transparent process during which a first try at
an answer can and should be corrected if someone more knowledgeable notices that it is incomplete
or incorrect. Also, helpers get some of their reward for being respondents from being seen to be
competent andknowledgeable by their peers.

When you ask for-a private reply; you are disrupting both'the process and the reward. Don't do this.
It's the respondent's'choice whether to reply privately —and 1f he does; it's usually because he
thinks the questioniis.too ill-formed or obvious to be interesting to-others.

There is'one limited exception to this rule. If you think the question is such that you are likely to get



mafy answers that are all closely similarj then'the magic words ar€ “‘e-mail me and T'll sumimarize
the answers for the group?. It is courteous, to try and save the mailing list orinewsgroup a flood. of
substanttally 1dentical postings — but you-have to keep the promise-to-summarize.

Be.explicit aboutyvour question

Open-ended questions tend to be perceived as open-ended time, sinks. Those'people most likely to
be ableto give you a'useful answer are alsol the busiest people (if only because they take on'the
most work themselves). People like that are allergic to open-ended time sinks, thus-they tend to-be
allergic'to open-ended questions.

Youlare more likely'to get a useful responsé if you are/explicit abouit what you want respondents to
do (provide pointers, send code, check your patch, whatever). This will focus their effort and
implieitly put an upper bound on‘the time and"energy a respondent must allocate to‘helping you:

This is good.

To understand the world the expetts live in, think of expertise as an abundant resource and time to
respond.as a scarce one. The less of a time commitment you implicitly ask for, the more likely you
areito get.an answer from someone really'good and really busy.

So it is‘useful to frame your question'to minimize the time commitment required'for an expert to
field it== but this is‘often not the same thing-as simplifying the question. Thus, for'example,
“Would.you givesme.a pointerto.a good explanation ofX?” is usually-a smarterquestion than
“Would you explain X, pléase?”. If you have some malfunctioning code; it i$ usually smarter to ask
for someone to explain what's wrong|with it than itis to ask someone to fix it.

When aSking about ¢ode

Don't ask others to debug your broken ¢ode without'giving a hint what sort of problem they should
be 'searching for;/Posting a few/hundred lines of code, saying "it doesn't work", will' get youjignored.
Posting a dozen lines of code, saying "after line 7 [ was expeeting to see <x>, but <y> occurred
instead"/is much more likely to get you a response.

If you simply. want a.code review, saylas much up front, and be:sure,to-mention, what areas you
think might particularly need review and why:

Don't post homework questions

Hackers are good at spotting homework questions; most of us have done them ourselves. Those
questions are for youl.to work' out, so that you'will learn from the experience. It'is OK to ask for
hints, but not for entire solutions:

If yoususpect you-have been.passed a homework question, but can't solve it anyway, try asking in a
user group forum or (as.a last resort) in‘a “user” list/forum-of a project.-While the hackers will spot
it, some of the advanced users may at least give you a hint.

Prune pointless queries

Resist the temptation to clese your request for help with semantically-null questions like “Can
anyonerhelp me?”jor;“Is there ananswer?? First: if you've written your problem descriptionshaltway
competently, such tacked-on questions are at best superfluous. Second: because they are
superfluous, hackersfind them annoying — and are likely:to return logically impeceable but
dismissive answers like “Yes, youcan be helped” and “No, thereds no help foryou.”

In general, asking yes-or-no questionsiis a good thing to avoid unless you want a yes-or-no answer.

Don't flag your question as “Urgent”, even ifit is for you

That's'your problem;.not ours:Claiming urgency is very likely to be-counter-productive: most
hackers will simply delete’such messages as rude and selfish attempts to elicit immediate and
special attention.



There, is.one semi-exception. It can beiworth.mentioning if you're using the program in some high-
profile place, one that the hackers will get exeited about; in such a case; if you're 'under time
pressure; and you say so politely;, people may get interested enough to'answer fastet:

This 1s a'very risky thing to do, however, because the hackers' metric for what 1s exciting probably
differs from yours. Posting from the International Space Station would qualify, forexample, but
posting.on behalf of-a feel-good eharitable or-political cause would almost certainly not. In fact;
posting ““Urgent: Help me saye the fuzzy baby seals!” will reliably get you shunned or flamed even
by hackers who think fuzzy baby sealssare important.

If you find this mysterious, re-read the rest of this how-to repeatedly until you understand it before
posting.anything at all.

Courtesy never hurts; and sometimes helps

Be courteous. Use “Please” and “Thanks for your attention’” or “Thanks, for your consideration™.
Make it clear you appreciate the time people spend helping you for free.

To.be honest, this isn't as important as (and cannot substitute for).being grammatical, clearyprecise
and descriptiye, avoiding proprietary formats etc.; hackers in general would rather get somewhat
brusque-but technically sharp bug reports than polite vagueness. (If this puzzles you, remember-that
we value a questionsby'what it teaches us.)

However; if you've got your technical ducks in-arow, politeness does increase your-chances of
getting a useful answer.

(We must note that the only serious objection.we've received from veteran hackers to this HOWTO
is with respect to our previous recommendation to use “Thanks in advance”. Somehackers feelthis
connotes an intention not to thank anybody afterwards. Our recommendation‘is to either say
“Thanks in advance””, first and thank respondents afterwards, or express courtesy in.a different way,
such as by saying “Thanks for your attention” or‘“Thanks for your consideration™.)

Follow up with a brief note on the solution

Send a-note after, the problem has. been solved.to all who -helped you; let them know how it came
out and'thank them again for their help. If the problem attracted general interest in'a mailing list'or
newsgroup, it's appropriate to post the followup there.

Optimally, the reply should.be to the thread started bythe original:question posting;.and sheuld
have ‘FIXED’, ‘RESOLVED’ or an equally obvious tag in the subject line. On mailing lists with
fast turnaround, a potential respondent who'sées a thread ‘about “Problem X ending with ““Problem
X - FIXED” knows.not to waste his/her time.even reading the thread (unless (s)he) personally finds
Problem X interesting) and can therefore use that time solving a different problem.

Your followup 'doesn't have to belong and involved. alsimple "Howdy — it was a failed network
cable! Thanks, everyone. - Bill” would be better than nothing: In fact, a short and sweet summary 15
better than a long dissertation unless the solution has real technical depth. Say what action solved
the problem, but you need not replay the whole troubleshooting sequence.

For problems with some depth, it is appropriate to post a summary of the troubleshooting history:
Describe your final problem statement. Deseribe what worked as a solution, and indicate avoidable
blind alleys after that. The blind alleys should come after the correct solution.and other summary
material, rather than turning the follow-up into a detective story. Name, the names of people who
helped you; you'll'make friends that way.

Besides being courteous anddnformativegthis.sort of followup willkhelp others.searching the
atchive of the'mailing-list/newsgroup/forum to know exactly whieh solution‘helped you and thus
may also help them.



Last, and not:least, this sort of followup helps.everybody who assisted feel a satisfying sense of
closure‘about the problem. If you-are not a-techie or hacker yourself; trust us that this feeling-is-very
important to the gurts and experts you tapped for help. Problem narratives that trail off into
unresolved nothingness are frustrating things; hackersaitch to see them resolved: The goodwall that
scratching that itch earns you will'be very, very helpful to you next time you'need to pose a
question.

Consider how you might be able'to prevent others from having the same problem in the future.'Ask
yourselfif a documentation or FAQ patch would help, and-if the'answer is yes send- that patch to the
maintainer.

Among-hackers, this'sort of goodfollowup behavior is actirally more important thaft conventional
politeness. It's how you get a reputation for playing well with others, which can be a very valuable
asset.

How To Interpret Answers

RTEM and STEW: How To Tell You've Seriously Sceewed Up

There is an ancient and hallowed tradition: if you geta reply that reads “RTFM”, the person who
sent it thinks you should have Read The Fucking Manual.-He or she is-almost certainly right. Go
read it

RTFM has a youngerrelative. If you get a reply that reads “STFW?”, the person who sent'it thinks
you should have Searched The Fucking Web. He or she is-almost certainly/right. Go search it. (The
milder version of this is'when you are told “Google is your friend!”)

In'Web forums, you may also be told to search the forum archives. In fact, someone may@€ven be so
kind asito providejaipointer to the previous thread where this problemiwas solved. But do notjrely
on this consideration; do your archive-searching before asking.

Often, the person telling you to do a search has the manual or the web page with the information
you.need open, and.is looking at-it as he or-she types. These replies mean that he,thinks (a) the
information you need is easy to find, and (b) you will learn more if you seek out the information
than if you have it spoon-fed to you.

Yowshouldn't beroffended by this; by haeker standards, your respendent is showing you a rough
kind of respect simply by.not ignoring you. You should instead,be thankful for this grandmotherly
kindness.

If voudon't understand...

If you don't understand the answer, do not immediately bounce back a demand for clarification. Use
the same tools that you used to try and answer your original question (manuals, FAQs, the Web,
skilled friends) to understand the.answer. Then, if you still need to.ask for'clarification; exhibit what
you have learned.

Eorexample, suppose I tell you: /It sounds like you've gota stuck zentry; you'll need to clearyit.”
Then: here's a bad followup question: “What's a zentry?”” Here's a good followup question: “OK, 1
read the;man page and zentries are only mentioned under the -z and -p.switches. Neither of them
says anything about clearing zentries. [sqt one of these or am I missing something here?”

Dealing withirudeness

Much-of what looks-like rudeness in hacker ¢ircles is notintended to give offensesRather; it's the

product.of the direct; cut-threugh-the-bullshit communications style'that is natural to people:who

ate more concerned about solving problems than.making others ‘feel warm and fuzzy.

When you perceive rudeness, try to react calmly. If someone is really acting out, itiis very likely a



senior person on the list or néwsgroup or'forum will.€all him or hér on'it. If that doesn't happen and
you lose, your temper, it is likely that the person you lose it at was behavingwithin the hacker.
community's norms and you will-be considered at fault.- This will hurt'your chances of getting the
information or helpyou want.

On the other hand, you will occasionally run across radeness and posturing that 1s quite gratuitous.
The flip=side of the above is that'it is acceptable form tol slam real offenders quite hard, dissecting
their. misbehavior with a sharp verbal scalpelsBe very; very sure of your ground before you try,this,
however. The line between correCting an incivility and starting a pointless flamewar is thin enotigh
that hackers themsclves not infrequently blunder across it; if you are a newbie or an outsider, your
chances of avoiding such a blunder are low! If you'te aftef information rather than entertainment, it's
better to keep your fingers off the keyboard than to risk this.

(Some people assert-that many hackers have amild form of autism or Asperger's Syndrome, and are
actually missing some of the brain circuitry that lubricates “normal” human social interaction. This
mayor;may not be true. If youare not'a hacker yourself; it may help;you cope withour
eceentricities if you think of us as being brain-damaged. Go right ahead. We won't care; we like
being whatever it is we are, and generally havea healthy skepticism about clinical labels.)

In.the next section, we'll talkiabout a differentissue;.the Kind of “‘rudeness” you'll see when you
misbehave.

On Not Reacting Like A Loser

Odds-are you'll serew up a few times on hacker community forums==in ways.detailed in this
atticle, or similar. And you'll'be told exactly how: you screwed up, possibly with colourful asides: In
public.

When this happens, the worst thifig you can do is whine about the expéerience, claim to have been
verbally assaulted, demand apologies, scream, holdgyour breaththreaten lawsuits, complain-to
people's.employers,leave the toilet seat up,jetc. Instead; here's what you do:

Get over it. It's normal. In fact, it's healthy and appropriate.

Community standards do not maintain themselves: They're maintained by people actively applying
them, visibly; in public. Don't whine that all criticism should have been conveyed via private e-
mail: That's not how-it works. Not is it usefulto insist you've been personally insulted when
someone comments that one of your claims was wrong, ot.that his views differ. Those are loser
attitudes:

There have been 'hacker forums where, out of some misguided sense of hyper-courtesy, participants
are banned from posting any fault-finding with another's posts, and told “Don't say-anything if
you're unwilling to-help the user.” The resulting departure of clueful participants-to elsewhere
causcs them to descend into meaningless babble and become useless as-technical forums:
Exaggeratedly “friendly” (in that fashion) or useful: Pick one.

Remember: When that hacker tells you that you've screwed up, and (no matter how gruffly) tells
you not to do it again, he's acting out of concern for (1) you and«2) his community. It would be
muchyeasier for him to ignore you and filter you out of his;life. If youcan't manage to be grateful, at
least have a little dignity, don't whine, and don't expect to be treated like a fragile doll just because
you're amewcomer with a theatrically hypersensitive soul and delusions of entitlement.

Sometimes people will attack you personally, flame without an apparent.reason, etc.; evensif you
don't screw up (or. have only screwed up in their imagination). In this case; complaining s the way
to reallyscrew up.

These flamers are-either lamers'who don‘t-have a clue.but believe themselves tobe experts,or
would-be psychologists testing whethet you'll serew up. The other readers either ignore them, or
find ways to deal with them on their own. The flamers! behavior creates problems for themselves,
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and libraries heavily used by hundreds of thousands of people, itds rather mor€ likely that«you atre
utterly clueless. Extraordinary claims require extraordinary evidence; whensyou make a claum like
this one; you must back it up with clear and exhaustive-documentation-of the failure case.

Q:I'm having problems installing Linux.er X..Can you help?

A: No. I'd need hands-on aceess to your machine to troubleshoot this. Go ask your local Linux user
group for hands-on help. (You cah find a list of user groups here.)

Note: questions about installing l.inux may.be appropriate if you're onsa forum or.mailing list.about
a partictlar distribution, and the problem is-with that distro; or on local user groups forums. In.this
case, be sure to describe the exact details of the failure. But do careful searching first, with "linux"
and all suspicious pieces of hardware.

Q: How‘can I crack root/steal channel-ops privileges/readsomeone's e<mail?

A: You're a lowlife for wanting to do such things and a moron for asking a hacker to help you.
Goodand Bad Questions

Finally, T'm going to illustrate how to ask questions in a'smart way by example; pairs of questions
about the same problem, one asked n a stupid way and one'1n a smatt way.

Stupid: Where ean I find outstuff-about.the Foonly Flurbamatic?

This question just begs for "STFW" as ateply.

Smart: I used Google to try to find *Foonly. Flurbamatic. 2600 on the;Web, but L.got no usefulhits.
Cangrget a pointerte programming information on this:device?
This one has already STF Wed, and sounds like he might have a real problem.

Stupid: I can't get the code from project foo te compile. Whyis it broken?
The querent assumes that somebody else serewed up. Arrogant git...

Smart: The codeiftom project foo' doesn't compile under Nulix version 6.2, I'veiread the FAQj but it
doesn't have anything/in it about Nulix-related problems. Here's a transcript of my compilation
attempt;is it something I did?

The querent has specified the environment, read the FAQ,-1s showing the ertor, and is not assuming
his problems are someone else's fault. This‘one might be worth some attention.

Stupid: I'm having problems:with.my motherboard. Can anybody.help?
J. Random Hacgcker's response to thisiis likely to be “Right. Do you need burping and diapering,
too?” followed by 'a punch of the delete key.

Smart: I tried X,.Y; and Z on.the S2464 motherboard. When that didn't work, I tried A, B, and C.
Note the curious symptom when I tried C. Obviously the florbish is grommicking, but the results
aren't what one might expect. What are the usual causes of grommicking on Athlon' MP
motherboards? Anybody got ideas for more tests 1 can run, to pin down. the problem?

This person, on the other hand, seems worthy of an answer. He/she has exhibited problem=solving
intelligence ratherthan passively waiting forjan answer to drop from on high.

In the last question, notice the subtle but important difference between demanding “Give me an
answer’sand “Pleasehelp me figure out what additional diagnostics I .can run to achieve
enlightenment.”?

In fact,'the form of that last question is closely based on a-real incident that happened in August
2001 on the linux-kernel mailing list (Ikml): I (Eric) was the one asking the question that time: [
wassseeing mysterious lockups on a TyansS2462 motherboard. Thedist memberssupplied the
ctitical information I'needed to solve them.



Byrasking the question in theé way 1 did,J'gave people something:to chew on;Jd'made it easy and
attractive forithem to, get involyed. I demonstrated respect for my peers' ability and invited them to
consult'with me as a-peer. I also demonstrated respect for the value of their time by telling them the
blind alleys I had already run down.

Afterwards; when I thanked everyone and remarked how well the process-had worked; an Ikml
member observed that he thought.it had worked not because I'm a “name” on that list, but becatse I
asked the question.in the proper.form.

Hackers are in some waysia very ruthless meritocracy; I'm certain he was right, and that if I'had
behaved like a sponge I would have been flamied or ighdred no mattér who I was! His suggestion
that I write up the whole mcident as instruction to others led directly to the composition of this
guide.

If YouCan't Get AnAnswer.

If you can't get an answer, please don't take it personally that we don't feel we can help you.
Sometimes the members of the asked group may simply net’know the answer. No tesponse is not
thessame-as being ignored, though-admittedly it's hardto spot thedifference from outside.

In general, simply re-posting your question is a bad'idea. This will be seen as pointlessly annoying.
Have patience: the person with your answer may be in' a different time-zone and asleep. Or it may
be thatyour question wasn't well-formed to-begin with.

There are other sources of help you can go to, often sources betteradapted td anovice's needs.
There are many online and local user groups who are enthusiasts about the software, even though
they may never have written any, software themselves. These groups often form so.that people can
help each other and help new users.

There are also/plenty of commercial companies you can contract with for help, both large'and small
(Red Hat and SpikeSource are two of the best known; there are many others). Don't be dismayed at
the idea of having to pay for a bit of help! After all, if your car engine blows a head gasket, chances
are youwould takeit'to a repair shop and payito get it fixed. Even if the software didn't cost you
anything, you can't expect that support to always come for free.

For popular software'like Linux, there are at least 10,000 users per developer. It's just not possible
for one'person to handle the support calls from over 10,000 users. Remember that €ven if you have
to pay for suppert, you are still paying much less thanif you had te'buy the software as well'(and
support for closed-source software is usually more, expensive and less competent than support for
open-source software).

How 1o Answer Questions in.a Helpful Way

Be gentle. Problem-related stress-can make people seem rude. or stupid-even'when they're not.
Reply/to a first offender off-line. There is no need of public humiliation for someone who may have
made an honest mistake: A real newbie may not know how to'search archives or where the FAQ is
stored ot posted.

If youw don't Know for sure, sayjso! A wrong but authoritative-sounding answer isjworse than none at
all. Don't/peint anyone down a wrong path simply because it's fun to sound like an expert. Be
humble and honest; set a good example for both the querent'and your peers.

If you can't help, don't hinder. Don't make jokes about proceduresithat could trash the user's setup
+the poor sap might interpret these as mstructions.

Ask probing questions to elicit more details. f you're good at this, the' querent will-learn something
— and S0 might you' Try to turn'the bad question into agood one; remember we wete all newbies
onge:

While muttering RTEM is sometimes justified when replying to someone who is just a lazy slob, a



poifter to-documentation (even if'it's just'a suggestioni to google for a key phrase) is betten

If you're. going to answer the questionjat all, give good value. Don't suggestikkludgy workarounds
when-somebody is using the wrong tool or-approach. Suggest good tools. Reframe-the question:
Help your community learn from the question: When you field a good’question, ask yourself “How
would the relevant documentation or FAQ have to change so that nobody has te-answer this:again?”’
Then send a patch to the document maintainer.

If you. did research. to answer the-question, demonstrate your skills rather than writing as though you
pulled the answer.out of your butt. Answering one good question is like feeding a hungry person
one meal, butteaching them research skills by example is showing them how to grow foed for a
lifetime.

Related Resources

If you need instruction in the basics of how personal computers, Unix, and the Internet work, see
TheUnix and Internet Fundamentals HOWTO.

When you release software or write patches for software, try to follow the guidelines in the
Software Release Practice HOWTO.
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How to enablé root login (‘for newbies’)
http://forumubuntusoftware.info/viewtopic.php?f=7&t=3657

Navigate through System-->Administration--> Login Window, I was presented with the Login
Window Preferences window.On'the Security tab I found-an empty cheéckbox labeled 'Allow local
system administrator login'. I'ticked this box and pressed 'Close's I had already set a root password
xxxxxx as described below (1In Green ), and when [ rebooted Ultimate, [ only hadto enter
Username: root and Password: xxxxxx in the opening screen to open Ultimate with full root
privileges.

To set the password for 'root':- Go to System-->Administration-->Users and Groups. Enter your
User password: Select 'root' inthe Users settings window and press 'Properties, Set-and confirm
your new password xxxxxx for root in the Account 'root' Properties window. Press'OK' and 'Close’.
Done:

Tor on Ultimate Edition 9.04

http://forumubuntuseftware.info/viewtopic.php?{=7&t=3534

Time to get Tor working on Ultimate Edition Jaunty, the new release. I'll be doing this on a pretty
recent

install. If you don’t know what Tor is, let me explain.

Tor (The Onion Router) is a anonymity network, which is, meant to make you more anonymous,
Because of the way Tor works, people won’t get to know your original TP address if you set it up
right. Please note that the government will still be able to moniter what you do, since they can
monitor both'sides of the connection. If you want to share files'securely with high encryption; try
Freenet.

Anyway, 1t’s time to.get going. Add these linesto ‘/ete/apt/sources.list with your favorite text-
editor.

deb_http://mirrotr.noreply.org/pub/tor jaunty, main

deb-srcthttp://mirror.noreply.org/pub/tor jaunty main

Next open the termifial and do the followingto make sure'the system sees the new/tepos as
‘trusted’.

gpg --keyserver subkeys.pgp.net --recy 94C09C7F

gpg --fingerprint 94CO09CTF
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Q. PulseAudio? Bleh! I don't want it on my,system.

A. Well:.. tough! PulseAudio is already installed and active on Hardy and Intrepid by default; it
replaces ESD (ESound Daemon) for system sounds, and most of Ultimate Edition's default
applications

already use it (Totem, Rhythmbox, and any other applications using the GStreamer framework).
Although some high-profile applications support PulseAudio natively (such as VLC and mplayer),
most.applications.use plain ALSA or OSS output, and thus don't have native PulseAudio support.

Q. If PulseAudio 1s already installed, why do I need this guide?

A. ' While PulseAudio has been|installed by /default sinc¢ Hardy Heron'(8.04), we/dropped the|ball
when it came to the configuration part. A quote from the main PulseAudio developer, I.ennart
Pottering:

Quote:

Somedistributions did a better;job adopting Pulse Audio than others;;On the good side I certainly
have to list Mandriva, Debian, and Fedora. OTOH Ultimate Edition didn't exactly do a stellar job.
They

didn't do-their homework. Adopting PA in'a distribution isa fair amount.of werk, given that'it
interfaces with so many different things at so many different places. The integration with other
systems-is crucial. The information was all-‘out there, communicated on the wiki, the mailing lists
and onthe PA IRC channel. Butif you joinand hang around on neither, then you.won't get the
memo.-lo my surprise when Ultimate Edition.adopted-Pulse Audio.they moved.nto one of their
'TTS'

releases rightaway, Which I guess can be called gutsy -- on the background that I work for Red Hat
and PulseAudio is net part of RHEL at this time.'T get.a lot of flak from Ultimate Edition users,.and
[am

pretty sure the'vast amount of it is undeserving and mot my fault:

When  PulseAudiojis running; it requires exclusive accessito your sound card mjorder to work
correctly as'it assumes responsibility for mixing application's sounds instead of ALSA's "'dmix"
device. If you launch'a "regular”.application that does nothave explicit PulseAudio'support, it will
most likely try#o open the "Dmix" device - and thiswill deprive PulseAudio of control over the
sound,card. From the user's perspective, they-will obserye-that audio mixing between applications is
broken.

PulseAudio includes ALSA plugins (within the package "libasound2-plugins") whichare designed
make regular AILSA applications remap audio to the PulseAudio server(and thus avoid mixing
problems as described above). Unfortunately, Hardy Heron shipped without these plugins enabled
(or even.installed) by default, which is causing many, many audio mixing issues fot users. To
compound the problem, the version of these PulseAudio ALSA plugins in the Hardy repositories do
not function cortectly, so updated versions-are required for ALSA applications_to work correctly
with PulseAudio.

By following this guide, your system will be configured to use these PulseAudio ALSA plugins- for
Hardy users (and updated versions of necessary packages will get installed from my PPA). Although
Intreptdhas these plugins installed and configured by default, following this guide-s still
worthwhile because a) it will ensure you have a clean PulseAudio configuration, and b) you will
hopefully gain a better understanding of how PulseAudiorworks.

Q. I'm glad to hear these issue are fixed in Intrepid, but why the hell aten't they fixed in Hardy
already?

A The simplest answer to this question 1s; complexity, Hardy is'a LTS (Long Term Support)
release,-and there 1s'a very strict policy towards updates (SRU; even'the most trivial of bugfixes are
enteredinto a code réview). In-ofder to fix Hardy, many components will require updates and
changes;.including but not limited to: libflashsupport,ia32-libs, pulseaudio, libasound?, libasound?2-
plugins, flashplugin-nonfree, nspluginwrapper:..

Up until the last moment of Hardy's development cycle, the PulseAudio ALLSA plugins weren't



fun€tioning correctly, and Elash 9-absolutely would not work without the "evil" libflashsupport
library (I saysevil, because it caused frequent random crashes in Firefox) -.and so. it wasn't possible
to enact-the required-changes before the final release. It's possible now; but there-would require-a
huge amount of effott to review and apply thése changes:

Q. I'followed your guide and PulseAudio still doesn't work!
A. Refer. to Appendix A and provide the requested information in your post.

Q. Lcan't get Skype/WINE/an OSS application/XYZ working correctly with PulseAudio, what'can [
do?

A. Some applications require|sofnie extra ¢onfiguration, and some applications don't work with
PulseAudio - please refer to Appendix C for information on specific applications.

Q. Where can I find the appropriate bug reports related to these issues?

A’ 1f you click on-astep number;it will linksto the appropriate bug report, if one exists.

Part A: Common instructions (Hardy & Intrepid)

All'users must must follow the steps in this section to guarantee a fullysworking Pulse Audio
coafiguration.

1. Backup (and then delete) your previous configuration files:

Code:

$ mkdir' ~/pulse-backup && cp =t~/ pulse ~/rasound* /ete/asound.conf /etc/pulse =t ~/pulse-backup/
$ sudorm -r ~/,pulse ~/.asound* /etc/asound:conf

Note: Don't worry if some'of these files did not exist on your system.

2. Ensure you have Adobe Flash & the necessary PulseAudio libraries and/configuration utilities
installed:

Code:

$sudo apt-getinstall libasound2-plugins padevchoeser libao-pulse libsdl1.2debian-pulseaudio
flashplugin-nonfree

3. Ensure the evil "libflashsupport" library is not installed:

Code:

$ sudo apt-get.rémove --purge libflashsupport flashplugin-nonfree-extrasound

4. Open-System/Preferences/Sound. In the Devices section, ensure,that all "Sound playback"
options‘are set to Autodetect. Setthe "Sound capture” item' to "ALSA"; or the appropriate hardware
definition. Close the application’when you're finished.

Note: ChoosingPulseAudiofor sound capture may result in crashes, so.you ateradvised to.choose
the "direct™ ALSA device, instead.

5. Open the PulseAudio Volume 'Control application ("pavucontrol”, o you can launch
"Applications/Sound & Video/PulseAudio Deviece Chooser" and select Volume Control from this
applet's menu). In-the Output.Devices section you will.se¢ a listing of the playback devices
available on your system. Right-click on the entry that you desire to be-made the default playback
device on your system and enable the "Default" checkmark. Similarly, navigate to Input Devices,
then right-click on the device you wish to.set as your default input. device (microphone), and ensure
the "Default" setting’is checked. Close the application when you're finished.

Note: If you areé greeted with the error "Connection failed: Connéction refused", manually launch
PulseAudio before opening the PulseAudio; Volume Control application:

Code:

$ pulseaudio & pavucontrol

6..Continue to Part B if yousare running;Hardy Heron'(8.04), or Part C if you.are running Intrepid
Ibex (8.10).

Part' B:"Hardy Heron(8.04)

Followsthe steps in this section-only if you aré running the Hardy Heron release:

Diselaimer: My.PPA.contains the.necessany packages.backported from Intrepid-for: Pulse Audio,
ALSA, Flash 10 and nspluginwrapper. Tf you upgrade to a newer distribution, or Hardy receives
official updates for any of these packages, you will not experience any issues.
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ThiS section will outline somie general troubleshooting steps. you.can performsto help-identify your
problem, and:the information I need to help with your. issues:

1. Close-all applications that may be accessing the sound eard.

2. Open'the "PulseAudio Device' Chooser" from Applications/Sound & Video. Click on the applet
icony and click "Volume Control...". Clickeon the "Playback" tab.

3. Eaunch the'application you wish to fest and allow it to play sound.

4. Check PulseAudio Volume Control's Playback tab and see if the application displays an entry
while the application is(or should be) playing audio.

Here are the possible results within the PulseAudio Volume Control's Playback tab:

14 The application does plays audio and docs list anfentry in the Playback tab;

- the applicationis/ using PulseAudio|correctly.

2. The application does plays audio and does not/list an entry in the Playback tab;

- the application is either accessing your sound card directly or playing'sound via ALSA's dmix:
device. This will prevent PulseAudio from working correctly & cause audio mixing errors.

3. The applicationidoes not playaudio.and does list an-entry in the Playback tab;

- the application is using PulseAudio but there is a problem, such as: a bug in PulscAudio, a
problemiwith your AL'SA kernel module or libraries, or your PCM/Master volume is muted.

4. The application does notplay audio and does not list an-entry in'the Playback tab;

- the application is trying either to access your sound card directly or to play sound via ALSA's
dmix device, but the sound cardis already in‘use. This is the opposite case/to result ‘B, which-will
also'cause mixing ertors.

5. The PulseAudio Volume Control application displays the error; "Connection failed: Connection
refused";

— | the PulseAudio daemon is not running.
6. Othet (please specify).
Note: Unless the application you are testing 1s-known to be.incompatible with PulseAudio, you
should always expect result A" on a|properly configured system.
If you require assistance with a particular. application - or simply cannot get PulseAudio to work -
providethe following information:
1Your distribution version and architecture (e.g. Hardy Heron 1386, IntrepidiIbex amd64; etc.).
2. Aylisting of your sound devices:
Code:
$ aplay -1
3. The verboseoutput frompulseaudio on your system:
Code:
$ pkill pulseaudio; sleep 2; pulseaudio -vv
4. 1f you.are havingsa problemonly with a spécific applicdtion, specify the application's name ahd
result you receivedfrom the.instructions.above (A-F).
Appendix B: Advanced PulseAudio Configuration
This appendix will explain some of the more advanced/technical features of Pulse Audio.

Q. Whete are the PulseAudio configuration utilities?

AL Providing you've followed this guide, you can gain access tosall the utilities by launching
"Applications/Saund & Video/PulseAudio Device Chooser". The applet's icon will appear in your
notificiation tray - left-click to see'the options.

The main applications you will want to check‘are the Manager (to see the current seérver status).and
Volume Control (to manipulate the volume and streamm settings),

Note:Please don't;mess with.any of the options until youhave established a working configuration
by following this guide - otherwise it'll be a nightmare to isolate your problem.

Q..How can I tell'if an application is using Pulse Audio successfully?
A. The application will give'you result A" from the troubleshooting steps of Appendix A.
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* Application Shell

Messing, with bootloaders, dual-booting and various other scary processes can leave you with a
messedup bootsector. Why not create a backup of it while‘you can:

dd ifs/dev/hda of=bootsector.img bs=512 count=1

Obwviously you should change the device.to reflect your boot drive(itmay be sda for SCSL)zAlso,
be very careful not to'get things the wrong way around - you can easily'damage your drive! To
restore use:

dd if=beotsector.img of=/dev/hda

[edit]

Protectllog files

* Difficulty: Expert

* Applieation: Various

During an intrusion, an attacker will more than likely leave telltale signs of his actions in various
system logs: a valuable audit;trail that'should be protected; Without reliable logs; it can be very
difficult to figure out how the attacker got in, or where the attack came from. This ihfo is crucial in
analysing the incident-and then responding to.it'by contacting the appropriate parties involved. But,
if the break-in is'successfulywhat's to step him froma€moving the'traces of his'misbehavieur?

This is where file attributes come in to sayve the day'(or at least make it a little better). Both Linux
and the' BSDs have the ability to assign extraattributes to'files and directories. This is different from
the standard Unix permissions scheme in that'the attributes set on a file apply universally to all
users-of the systemyand they.affect file aceesses at a much. deeper.devel than file permissions-or
ACLs. In Linux; youcan see and modify the attributes thatare set for agiven file by using the Isattr
and chattr commands, respectively. At the time of this writing, file attributes in Linux are available
only when using the.ext? and ext3 filesystems. There are also kernel patches available for attribute
support‘in XFS and ReiserFS. One useful attribute for protecting log files is append-only. When this
attribute is sety the file cannot'be deleted, and writes are only allowed to append to the end of'the
file.

To set the append-only flag under Linux, run this'’command:

chattr +afilename

See how the +arattribute wotks: create affile and set.its append-only attribute;

touch/var/log/logfile

echo "append-only not set" > /var/log/logfile

chattr +a//var/log/logfile

echo "append-only set" > /var/log/logfile

bash: /var/log/logfile: Operation not permitted

The second write attempt failed, 'since it would overwrite the file. Howeyver, appending to the ‘end of
the file is still permitted:

echo "appending.to.file" >> /vai/log/logfile

cat /var/log/logfile

append-only not set

appending to file

Obviously, an intruder who has gained root privileges could realise that file attributes are beingtised
and just remoye the append-only flag from our logsby running chattr -a. To prevent this, we need to
disable the ability to remove therappend-only attribute: To,accomplish this under;Linux, useyits
capabilities mechanism.

The Linux capabilities model divides up the privileges given to the all-powerful rootaccount and
allows you to selectively disable them. In order to prevent a user.ffom removing the-append-only
attribute. from a file, we need to remove the CAP. LINUX  IMMUTABLE capability. When present
in the running system, this capability allows the append-only attribute to be modified. To modity the
set of capabilities available to the system, we'will use a sitaple utility called lcap
(http://packetstormsecurity.org/linux/ad .«:3:tar.bz2).

To unpack and eompile thé tool, run this command:

tar xvijlcap-0.0.3.tar,.bz2 && ¢dlcap-0.0.3/ && make




Then, to disallow modification of the append-only flag, run:

Jleap CAP_LINUX IMMUTABLE

Meap'CAP_SYS RAWIO

The first command removes theability to change the append-only flag,and the second removes'the
ability to.do raw:l/O. This ismneeded so that the protected files cannot be modified by accessing the
block device they reside on. It also prevents access to/dev/mem and /dev/kmem, which would
provide a loophole for an intrudet to reinstate’'the CAP_LINUX IMMUTABLE capability. To
remove these capabilities at boots add the previous two.commands:to. your system startup scripts (eg
/etc/re.local). Youshould ensure that capabilities are removed late in the boot ordet, to prevent
problems with other startup seripts. Once Icap has removed kernel capabilities, they can be
reinstated only by rébooting the system.

Before doing this, you should be aware that adding append-only flags to your log files will most
likely cause log rotation scripts-to fail. However, doing this'will greatly enhance the security of4our
audit trail, which will prove invaluable.in the event of an incident.

[edit]

Automatieally encrypted connections

* Difficulty: Expert

*Application: FreeS/WAN

One particularly cool feature supported by FreeS/WAN- is-opportunistic encryption-with other hosts
running ' FreeS/WAN. This allows EFreeS/WAN to transparéntly encrypt traffic between all hosts‘that
alsosupport oppertunistic eneryption. To.do-this, eachshost must havea public.key generated to.use
with FreeS/WAN. This key ¢an then be storedina DNS TXT record for that’hest. When a host that
is set up' for/opportunistic encryption wishes to initiate an encrypted connection with another host, it
will.look up the host's public key: through. DNS and use it to initiate the connection,

To begin, you'll need to generate’a key for each host that you want to use this feature with. You‘can
do that by running the following command:

ipsec newhostkey *-output /tmp/ hostname . key

Now you'll need to add the contents of the file that was created by that command to
/etc/ipsec.secrets:

cat /tmp/*hostname" key >> /etc/ipsec.secrets

Next, you'll need to,generate a TXT record to put into your DNS zone. You can,do, this by running a
command similar to this one:

ipsec showhostkey --txt (@colossus:nnc

Now add this record to yourszone and relead it. You can verify that DNS is working correctly by
running this command:

ipsec verify

Checking your system to see if IPsec got installed and started correctly

Version check and ipsec on-path [OK]

Checking for KETPS supportin kernel {OK]

Checking for RSA private key (/etc/ipsec.secrets) [OK]

Checking that pluto is munning [OK]

DNS checks.

Looking for TXT in forward map: colossus [OK ]

Does the machine have at leastione non-private address [OK]

Now just restart FreeS/WAN - you should now be able to connect to any other host that supports
opportunistic encryption. But what if other hosts want to connect to you? To allow this, you'll need
to.cteatea TX Frecord for your machinesin your reverse DNS zone.

You can generate the.record by running a command similar to this:

ipsec-showhostkey --txt 192.168.0.64

Add this record to the reverse zone for your subnet, and-other machines will be able to initiate
oppertunistic eneryption witheyour machinexWith oppertunistic eneryption in.usejall traffie
between the hosts will be automatically encrypted, protecting all services simultancously:

[edit]




Eliminate suid binaries

* Difficulty; Intermediate

* Application: find

If your server has more shellusers than yoeurself, youshould regularly audit the setuid and setgid
binaries onyour system: Chances are you'll be'surprised atjust how many you'll find. Here's one
command for finding all of the files with a setuid or setgid. bit set:

find/ -perm +6000.-type f-execds -1d {} \; >setuid.txt &

This will create a file called setuid.txt that contains the details of all of the matching files present on
your system. To remove the s bits.of any tools that you don't use, type:

c¢hmod a-s program

[edit]

Mac filtering Host AP
* Difficulty: Expert

* Application: iwpriv

While you can certainly perform MAC filtering at the linkdayer using iptables or ebtables, it is far
safer to let Host/AP do. it fosyou. This net only blocks traffic thatds destined for your network, but
also prevents,miscreants from even associating with your station. This helps to_preclude the
possibility that someone/could still cause trouble for your-other associated wireless clients, even if
they don't have further network access.

When using MAE filtering, most.people. make a list of wireless devices that they wish to allew,.and
then deny all others. This is doneusing the iwpriv command.

twpriv wlan0 addmac 00:30:65:23:17:05

iwpriv. wlan0 addmac 00:40:96:aa:99:fd

iwpriv wlan0 maecemd 1

iwpriv wlanQ) macemd 4

The addmag directive/adds a MAC address to_the internal table. You can add as many MAC
addresses as you like'to the table.by issuing more addmac.commands..¥ou then need to tell Host AP
what to do with'the table yoti've built. The macemd I'command tells Host AP:to use'the table as an
"allowed" list, and. to deny all other MAC, addresses from-associating. Finally, the maccmd 4
command boots offall associated clients, forcing them to reassociate. This happens-automatically
for clients listed in thetable, but'everyone else attempting to associate will be denied.

Sometimes, yowonlyneed torbana troublemaker or two, rather than set.an explicit policy of
permitted deyices. If you need to ban a couple of specific MAC ‘address but,allow all others, try
this:

iwpriv.wlan0 addmac 00:30:65:fa:ca:de

iwpriv-wlan0 macemd 2

iwpriv wlan0 kickmae 00:30:65:fa:ca:de

As before, you can use addmac as many times as you like. The maccmd 2 command sets the policy
to "deny," and kickmac boots the specified MAC immediately, if it happens to be associated. This 1S
probably nicer than booting everybody and making them reassociate just to ban one troublemaker.
Incidentally, ifyou'd like to' remove MAC filtering altogether, try macemd 0,

If youmake a mistake typingin a MAC address, you canuse the delmac command just as'you
would addmac, and it (predictably) deletes the given MAC address from the table. Should you ever
need to flush the current MAC table entirely but keep the eurrent policCy, use this command:

iwptiv wlan0 macemd 3

Finally, you can view the running MAC table by using /proc:

cat /proe/net/hostap/wlan0/ap -control

The iwpriv program‘manipulates’the running'Host AP driver, but doesn't preserve settings across
rebeots. Once youare happy.with.the contents.of yournMAC filtering table, be.sure.to put the
relevant commands in an r¢ scriptto.run at boot time.

Note that even unassociated clients can still listen to network traffic, so. MAC filtering actually does
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The bulk of this guide is an attempt atiproviding an easy solution to create either.a floppy or CD,
using an'Ultimate-Edition system ‘which will'eontain the open source OS FreeDOS-as well as the
required/necessary files from the’ BIOS/Hardware manufacturer in order to flash (upgrade) your
Motherboard's BIOS:( Sites.eurrently suspended but should be up.soon.I hope.)

Changes'made to your BIOS are permanent in'the sense that you are overwriting your prévious
BIOS with a new one. The procedure below will replace your current BLOS ROM (or Flash ROM)
with.a new version meant specifically for.your BIOS by way of its:make, model, and manufacturer
-- you will need to grab the necessary files to'complete the tutorial and you can find them
respectively at your BIOS or Hardware manufacturers" web sites.

Flashing your BIOS is a potentially dangerous activity that can render your Motherboard (and
computer for that matter) inoperable. Please proceed with-caution and.due diligence; and fully
understand what you are doing before attempting the commands below! The only way to reverse the
commands below, to revett backto your original setup; isito make a copy of your BIOS
configuration and re-flash (if youtr BIOS supports that) or by reinstalling the original BIOS (or
newer) to-your Motherboard.

Again, proceed with CAUTION!!! If you don't know what you,are doing o feel unsafe at this point,
please ask someone with more ‘experience to help you.

If youwant to take a look at an-alternative way of doing this, when an/ISO for flashing has already
beensereated foryou, but for.some reasonyou.need toanodify the ISO file by adding other files.into
it, for example, then pleasé take a‘look‘here: Read-only issues with ISO files

WARNING: Some motherboards have what are called "CMOS Jumpers" which in effectimay
preventyou from properly flashing your BIOS. If youbelieve you fall'into thisicategory, it is then
necessary to read your BIOS flashing instructions from either your BIOS or hardware manufacturer
for proper instructions on how to/physically temove this jumper to allow for BIOS flashing. These
instructions will be unique t6 each BIOS/hardware manufacturersTo get you started in finding out
this-infermation, here is a.link to-Google. . You. should medify this search query with your specific
BIOS/hardware manufacturer's name to get unique hits/results.

Setting up
In order to create the boot disk you will need a boot disk image. For this guide we will.use a

FreeDOS image. FreeDOS is open source, and a pre-made.usable image can be'found at
http://www.fdos.orgs There are several images to choose from, but for.this guide we'll assume. that
you.waft to upgrade your BIOS, in which.case you'll waint nothing but the OS plus the new.BIOS
and flashing tool providediby the motherboard manufacturer on‘your floppy./Inthis-case you should
download the file named "FDOEM.144.¢z". (Once downloaded you can keep it on-your hard disk,
and use it whenever you need a boot floppy.)

Here's a'link to whatyou need in‘case you can't find it: FDOEM.144

Creating the disk (floppy-method)

To create the'disk you must firstunpack the image file by changing directories to where thejimage
was downloaded and issuing the following:

Code:

gunzip FDOEM.144.gz

Next insert the floppy you want to write to into the floppy drive. (Note that any data on it will be
irreversibly erased.) Then run the following command:

Code:

dd.if=FDOEM.144 of=/dey/fd0

If your floppy (for some odd reason) isn't /dev/fd0 then you need to replace that part with the
correct path! Once/the command has finished executing, you may then ' mount the floppy and copy



the'BIOS + flash-tool onto it: That's all there is:to it..Reboot, flash; and enjoysyour new BIOS. If
yon need mote assistanceiin unzipping your .EXE file, then refer to the heading below titled
Unzipping the .EXE-located under the Creating the disk (€D-Method)-

Creating the disk (CD-method)

WARNING: If youdon't have a floppy-drive, and use-this method.to create a beotable CD.for
BIOS-flashing, please note that the BIOS-flash utility will not be able to save a backup of the old
BIOS, since it won't have access to any writeable media.

To create the disk you must firstunpack the image file by.changing directories to.where the image
was downloaded and issuing the following:

Because the image will beimodified whenusing this method, you may want to make a backup copy
of'1tland store it in|a safe place; teady to be reused when needed

Code:

gunzip FDOEM.144.gz

Next open up a root-console. I like to run a quick sudo -i command. Then, if you don't yet have a
directory to mount items temporarily, create one:

Code:

mkdir /mnt/temp

If you compiledithe loopback device support as. a module you will'thenneed toissue the following
command (if,t's compiled in-kernel you can skip.it):

Code:

modprobe loop

Nextyat's time toanount the freedos-image:

Code:

mount -0 loop -t viat FDOEM.144 /mnt/temp

After the image has been mounted, you need to then copy‘the flashing“tool and the'new BIOS file to
/mnt/temp (orswhichever working temp directory you choose tomse). The code 1sn't listed; because
the filenames vary/depending on the motherboard manufacturer, model and BIOS in question; Just
in case you can't figure out what to do, here's a quick primer on grabbing the necessary files from
what is almost always in the formof an .EXEfile

Unzipping the .EXE
Okay. So you've downloaded an-EXE that contains your BIOS manufacturers flash'program-as-well

as themew BIOS ROM file. In addition, you'lliprobably find'a Readme.txt file of some sort that will
tellayou exactly.the syntax they want yousto use to flash your BIOS: You can then unzip thetEXE
file -- you can grab unzip by going to http://packages.Ultimate Edition.com, selecting your release,
and then

choosing the unzip application.

If you want or need-a much meoie robust set of archiving apps, then.you can run.the following inh a
terminal-(universe and multiverse will need to-be enabled. See Enabling Extra Repositories, written
by aysiu, for information on how to enable extra repositories)

Code:

sudo aptitude update && sudoaptitude install cabextract rar unace unrar p7zip arj unzoo
lha

libarchivel libarchive-tar-perllibarchive-zip-perl dpkg-dev

The unzipping process would ook something like this:

unzip ~/Desktop/hpbios.exe

Various files have now been‘éxtracted toryour Desktop

View the Readme file with cat or less:icat Readme:txt or less Readme. txt

Copy the new flashingutility and the new BIOS ROM to//mnt/temp { 1]

Move to the next step of unmounting the image
[1] which now should include your flash program and the new BIOS ROM file as well...in addition,



thefe may be other files thatyou wish to'€opy over, stich as.an Autoexec.bat file to automate the
process..If you don't want to enter any.commands manually upen reboot, then copy.over all files
that were extracted to your Desktop and make'sure they are part of FDOEM.144-1ocated under
the /mmt/temp directory. You can’check to make sure thatall-‘files were copied over successfully by
changing directories into /mat/temp and viewing the newly copiedfiles from the "deflated"<EXE
Next, unmourit the image:

Code:

umount /mnt/temp

We are nhow ready-to proceed with creating-an ISO-image from the floppy-image. First we make
sure that mkisofs 1s currently installed on our system:

Code:

sudo aptitude update && sudo,aptitude install mkisofs

Then we create an ISO-image:

Code:

mkisofs -0 Bootable-CD-BI1OS-Image.iso-b FDOEM: 144 FDOEM.144

The image is' now created and can be burnt to disc.

Option 1
You can butn your new ISO straight from the command line (remember to put'a blank CD into your

drive before you issue the command).
Code:
cdrecord -v Bootable-CD-BIOS-Image.iso

Option 2
Burn the image with-your favorite CD-burning software, then reboot from the CD,.and then flash

your BIOS with the commands provided by the BIOS manufacturer!
Enjoy your new BIOS!

Send pictures and files by email in nautilus
http://forumubuntuseftware.info/¥iewtopic.php?{=7&t=3086
http://ubuntuforums.org/shewthread. php?t=1131770

Runs on.x64 looks good, trying now http://razerraz. free.fi/mailpictures-0.93.deb
You must log out/log' on your session to -have-the nautilus'menu entry

BitDefender A.new free antivirus for Unix/Linux platform
http://forumubuntusoftware.info/viewtopic.php?f=7&t=3059

Today I’d like to'introduce to you all a brand new antivirus for Unix/Linux platform from a famous
company, BitDefender,’A couple-of days agoyBitDefender introduced.a new antivirus for
Unix/Linux OS called BitDefender Antivirus Scanner for Unices.

Just'because you use Linux, it doesn’t mean your computer doesn’t have viruses or worms. They
are just/lying dormant, embedded in the' EXE-files on the NTES partitions, or hiding beside those
DLLs on the dual-boot computers, waiting for you to send them to.your'Windows-using friends.
Unless you sadistically enjoy seeing your non-Linux peers suffer, you-should act reSponsibly and
get yourself an‘anti-virus scanner that mins on Linuxt One such is the latest BitDefender Antivirus
Scanner For Unices: If you agree to use ityonryour home computers only, you can have it for free -
that’s free as 'in freeware, not Richard ‘Stallman free.

Virus is a-catch#all phrase, and BitDefender’s designed to catch them all- from executablewviruses,
sCript viruses, macro, viruses, to backdoors, trojans, spyware, adware, diallers, and more:
BitDefender looks inside files created by over 70 packers; compressors; and installers, from the
most ecommon ones:Such as Zipy7-Zip, and«tar.gz to more exotic ones'such as UPX; ASPack;
PECrypt, ctc. We found thatiteven pickedup.an infeeted file inside-an.archivessplit.into multiple
volumes. To avoid being caught out by Zip bombs, BitDefender has anadjustable compréssion
depth.



%Ouuuu
Qfﬂuuuuu

Hw@vuuuu'
S G e O\ O\



Code: sudo apt-get update && sudo apt-get upgrade

Creating a Trusted Local Repository
http://forumubuntusoftware.info/viewtopic.php?t=7&t=3079

Creating a Trusted Local Repository fromewhich Software Updates.can be installed:
Abstract.

If you manage multiple PCs running Ultimate Edition; you will likely.want to keep-them all
updated. Thus,

you will- wantito install the Ultimate Edition updates to cach of them as theybecome available, and
you will

have each PC individually download all of the updates from the Ultimate Edition repositories on the
internet:

This may, however, be impractical to you—particularly if, e.g., you are on a rather slow internet
connection, or 1f;your monthly data transfer volume'is;severely'limited; or if you;simply'prefer;to
save the bandwidth.

If you would like to dewnload the updates just once, and further distribute the downloaded files
locally, you cansset up.a Loeal Repository. Basically,a "repository™ is a:directory that contains aset
of software packages (i.e.;, ".deb" files; i the case of Debian-based distributions—such as Ultimate
Edition),

plus anvindex file that lists the packages that-are availablesin the directory. Such a repository,
however, is considered "untrusted': the software installer.(i.c., the "APT" system=—which includes
the "apt-get" ¢ommand, the "Synaptic Package Manager," the "Update Manager," ete.) will ignore
any package that is present in the repository whenever another copy of the package'is availablein
another, trusted, repository—i.e., most likely,.on'the internet. To create a trusted repository, you
need totake a few extra steps, in‘addition to creating the index file:

*«Create.a "release" file, which 1s.a small text file that eontains, among othewdetails, a checksum for
the index file;

* Generate a digital signature for the'release file, to prevent tampering by unauthorised individuals.
Whenever the software installer attempts to use the trusted repository,.it will verifyif the digital
signature for the release file'is correct—i.e., if it correésponds to the current contents of the file. If
the digital signature is correct, then the installer will trust,the contents of the release file~—which
mneludes the checksum for the index file. If, subsequently,-that checksum corresponds to the current
contents of the index file, then the contents of that file can be trusted asiwell. Finally, the index file
includes a checksum for eachiof the packages made available by the repository;so the packages
themselves can be verified too.

Thus, before you can set up a trusted local repository, youwill have tormake sure that you can
generate a digital signature forits release file. To that end, you will have to create-a "GPG Key Pair"
for yourself, and register it (or, more preeisely, its public key part)as a trusted key for ART to use—
so that APT can verify any digital signatures that are generated with this key pair|(or, more
precisely, with its private key part).

Stép 1+ Generating your GPG Key Pair
To generate a GPG key pair, start;the following command:
Code:

gpg —-gen-key

After some introductory text, the program will ask:you which type of key you want to create:
Code:

Please select what kind of key you want:

(1).DSA.and Elgamal (default)

(2) DSA (sign only)

(5) RSA!(sign only)
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server what yout RWIN value is; the remote server then starts streaming dataat youuntil it teaches
your RWIN value, and then the serveriwaits until your. computer acknowledges, that youireceived
that data' OK. Once your computer sends the acknowledgement, then the server continues to send
more data‘in chunks of your RWIN"value, each time waitihg for youracknowledgment before
proeeeding to send more.

Now.the crux of the.problem here is with what is called latency, or the-amount of time that it takes
to send.and receive. packets froni the remote server. Note.that latency will depend not only on-how
fast the connection is between you andithe remote server, but it also includes‘all additional delays,
such ds'the time that it takes for the server to/process your request and respond: You can easily find
out the latency between you and the remote server with the ping command. When youuse ping, the
time that ping reports is the round-trip time (RTT), or latency, between‘you and the‘remote server.
When I ping google.com, L 'typically get a latency of 100 msec. Now if there were no concept of
RWIN,;and thus-my-computer had to acknowledge every single packet sent between me'and google,
then transfer specd between me and them would be simply the (packet size)/RTT. Thus for a
maximum sized packet (my MTU as we learned above), my transfer speed would be:

Code:

1492 bytes/. L sec = 14,920 B/sec or 14.57 KiB/sec

That is’‘pathetically slow considering that my-connection is 3 Mb/sec, which is the'same as 366
KiB/see; so | would'be using only about 4% of my available bandwidth. Therefores we use the
coneept.of RWIN:so.that a remote server.eanstream datato me without having.to-acknowledge
every single packet and slow everything down to a crawl.

Note that the TCP receive window (RWIN)/is'independent of the MTU setting. RWIN is determined
by the BDP (Bandwidth Delay Product) for yourinternet connection, and BDP can.be calculated as:
Code:

BDP=max bandwidth of your internet:connection (Bytes/second) * RTT (seconds)

Therefore RWIN does not depend on the TCPpacket size, .and TCP packet sizejis of course limited
by the MTU (Maximum Transmission Unit).

Before we change RWIN, use the'following command to get the kernel'variables related to RWIN:
Code:

sysctl-a.2>/dev/null | grep ~iE"-mem | rmem| wmem'"

Note the'space after the | mem-is-deliberate, don't remove 1t or add other spaces elsewhere between
the quotes.

Youwsshould get.the followingithree variables:

Code:

net.ipv4.tcp, rmem =4096 87380.2584576

net.ipv4.tcp wmem = 4096 16384 2584576

net.ipv4.tcp mem =258576.258576 258576

The variable numbers are in bytes, and'they represent the minimum, default,/and maximumvalues
for each of those variables.

Code:

net.ipv4tcp rmem = Receive witdow memory vector

net.ipv4.tcp wimem = Send window memory vector

net.ipv4;tep. mem = TCP stackymemoty vector

Note that there is no exact equivalent variable in Linux that corresponds to RWIN, the closest is the
net.ipv4icp rmem variable. The variables above control the actual memory usage (not just the TCP
window size) and include memory used.by the socket data structures as-well as memory wasted by
short packets.in large buffers. The maximum, values have to be larger than the BDP (Bandwidth
Delay Product) of'the path by some suitable overhead.

To try-ahd optimize' RWIN, first'tse ping tosend the maximum size packet your eonnection allows
(MEU) to some.distant serversSince my MTU.is 14925the ping command paylead-would be1492-
28=1464. Thus:

Code:



john@TECHS321:~$ ping -s 1464 -c5 google.com

PING, google.com (64.233.167,99) 1464(1492) bytes of data.

64 bytes'from py-in-199.google.com (64.233.167.99): iemp seq=1 tt1=237 (truncated)

64 bytes from py-in~99.google.com (64.233:167.99): iemp_seq=2 ttl=237 (truncatcd)

64 bytes. from py=1n-f99.google:com (64.233:167.99):1cmp. seq=3:ttl=237 (truncated)

64 bytes from py-1n-f99.google.com (64.233.167.99): icmp_seq=4 ttI=237 (fruncated)

64 bytes from py-in-99.google.com (64.233.167.99): icmp  seq=>5 ttl=237 (truncated)

--- google.com ping statistics ---

5 packets transmitted, 5 received, 0% packetloss, time 3999ms

rtt min/avg/max/mdev = 101.411/102.699/105.723/1.637 ms

Noté though that you should fun'the above test several times at diffefent times during the day] and
also try pinging other destinations, You'll see RTT might vary quite a bit.

But for the above example, the RTT average 18 about 103 .msec. Now since the maximum speed‘of
my internet connection is 3 Mbits/sec, then the BDP is:

Code:

(3,000,000 bits/sec) * (.103 sec) * (1 byte/8 bits) = 38,625 bytes

Thus I should set the/default value1n net.ipvditcp rmem to about 39,000. For my internet
connection, I'vesseen RTT as'bad as 5S00.msec; whichswould lead.to a BDP of 487,000 bytes:
Therefore, I could set the max value in net.ipv4.tep ‘rmem to about 187,000. The valuesm
net.ipv4.tcp. wmem should be the same as net:ipv4.tcp rmem since both sending and receiving-use
the same internet connection. And since net:ipv4.tcp_meniis the maximum total memory buffer for
TCPR transactionsyitis usually-set.to the the max value.used in net.ipv4.tcp rmem-and
net.ipv4.tep_wmem.

And lastly, there are two|more kernel TCP variables related to RWIN that you should set:

Code:

sysctl -a 2> /dev/null | grep -iE *'rcvbuf]save"

which returns;

Code:

net.ipv4.tcp no_metrics' save = 1

netipvditcp moderate rcvbuf =.1

Note enabling net.ipv4.tcp_ o metrics_save (setting it to 1) means have LinuX optimize the TCP
receive window dynamically between the,values in net.ipv4.tep. rmem and net.ipv4.tcp iwmem.
And enabling net.ipv4.tep_moderate revbuf removes an odd behavior-in the 2.6 kernels, whereby
the kernel'stores the slow start threshold for a client between TCP sessions. This can cause
undesitred results; as a singlejperiod of congestion cansaffect manysubsequent.connections:
Before you change any of the above variables, try going to http://www.speedtest.net or a similar
website and check the speed of your connection. Then'temporarily change the variables by using the
following command-with your.own computed values:

Code:

sudoe sysctl -w net.ipv4.tcp_rmem="409639000 187000" net.ipv4.tcp_wmem="4096 39000
187000" net.ipv4.tcp. mem="187000 187000-187000" net:ipv4.tcp. no: metrics save=1
net.ipv4.tep_moderate rcvbuf=1

Then retest your conniection and see if your speed improved at all.

Once you tweak the valuesito your liking, you can make them permanent by adding them:o
fetc/sysctl.conf as follows:

Code:

net.ipv4icp rmem=4096 39000 187000

netiipv4.tcp wmem=4096 39000187000

net.ipy4.tep. mem=187000 187000 187000

net.ipv4.tep. no_metrics, save=1

net.ipv4.tep moderate rcvbuf=1

Andsthen do thefollowing command to make the changes permanent:

Code:

sudo sysctl +p
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System/Preferences/Default’Sound Cardiand choosepulseaudio.

Next, right click on the little speaker on the top panel, that.is the Panel Volume. Control. Click Open
Volume-Control and-make sure it-is set to the-same thing as the Default Mixer Tracks. Click on
Preferences and make sure that Master and PCM and whatever else you want to control are
selected. Make sure that any.boxes labeled SPDIF orJEC958 are not checked..Close the
Preferences box. Push up the sliders in‘the volume control and make sure the little speakers do not
have little red mute marks on them. Go to Applications/Sound and Video/GNOME ALSA Mixer
and see.if there is. anything you missed because sometimes, for some cards, not-all.the

options-are in the Panel Volume Control.

Go to/Applications/Sound and Video and s¢lect Pulse Audio Device Chooset. Thiswill put a little
icon on the panel near the Panel Volume Control. Click on the new icon'and choose Volume
Contrel+This will epen the Pulse’Audio Volume Control. Go to Output'Devices and see if your
sound card is there, it will be listed as ALSA PCM on front:...(ALC8 via DMA or whatever your
soundcard is. If you have a‘usb device it will be listed;as, ALSA PCM;on front:;..(USB Audio) via
DMA or'something like that. Make sure the sliders are up and the device is not muted.

If any of'the above is'giving you problems, try rebooting.

Now, open Rythmbox and play something. If you haye nothing handy just play_one of the radio
stations, you should'hear something. In the Pulse Audio' Volume Control/Playback you should see
something like this Rythmbox: Playback Stream and some Volume sliders that yourcan adjust:
more-than one device.

If you have more than one'device listed in Output Devices; Rythmbox may be playing.in‘the wrong
one if'you do not hear anything so right click on the stream and choose move stream and move/it to
another.device.

If you have more than one device and you want to use them all, like a tisb headset and your
speakers, go back to the Pulse Audio Device chooset on the panel and select{Configure Local Sound
Server/Simultaneous’ Output and click the box:

“Add virtual output device for simultaneous output on all local sound cards”

Now you can right click on the stream and move it to yournew devicesYou shouldhave sound.from
allsyour sound.devices now:or at least a.€lue about how it is supposed to work:

Other stuff

Another thing youmay need to do, Check in'System/Administration/Users and Groups that your
users and root are enabled assmembers ofthe following groups:

pulse

pulse-access

pulse-rt

This.seems to be.a particular preblem for.some people after getting recent updates.
If you still have problems look in-to the following references (They are veryigood)
http://ubuntuforums.org/showthread.php?t=843012
http://ubuntuforums.org/showthread.php?p=5931543

50 amazing Ultimate Edition time-saving tips
hitp:/forumubuntusoftware.info/viewtopic.php? =7&t=2692

A Small post
System performance

1..Shorten the boot menu timeout

If'you're. fed up of waiting for the boot menu to timeout before your favourite operating system
launches, open. '/boot/grub/menu.lst' with a‘text editor and-look for the-line' starting-with 'timeout'.
Just lowerthe numbet to its the right. This is'the number 6f seconds the menu syst€m will wait
beforebooting the default operating system(0.or 1 isnotrecommended).

2. Monitor boot performance







L1 Add More Workspaces.

Workspaces are one-of the best things about Linux. They're a great way of organising your
applications onto different virtual screens. By default, Ultimate Edition sets up only: two, but you
cansadjust

this number by right clicking on the workspace switcher in the bottom right, corner of the display
and opening the Preferences window:

12. Use Workspaces more effectively

Use 'Ctrl alt' and either cursor Icft or right to switch'between adjacent workspaces, and ifiyou hold
down the shift kéy; the active/ window will move to thé néw desktop[too. For bétter control, right
click on,any windows top border to open a context menu, and from here you can choose to move
the window to another workspace.

13. Don't start evervthing

As with system services, the average Ultimate Edition installation runs lots of different programs at
startup:

You can remove those you don't need byslaunching the Sessions window. fromsthe Preferences
menu. If you,don't use the desktop search, for instance, disable Tracker'. Other likely candidates for
removalinclude Bluetooth, the Evolution Alarm Notifier and the Print-Queue Applet.

14, Remember therunning session

Anotherneat feature of thé setting manager isthat you can-configure your. désktop to remember the
applications that were running when you shutdown your machine. This, is a great way of quickly,
launching into your working environment. Just switch.to the Session Options page.and enable the
'Automatically Remember' option.

15! Fine!tune the Gnome desktop

Application shortcuts are hidden behind the Gnome equivalent of the Windows registry editor. This
can be launched from the command-line by typing 'gconf-editor'. But be careful, settings changed
here could mess up your desktop. If youido, then theidesktop canibe restored.to its default:State by
deleting the '‘gconf'and '.gconfd folders from. yout home directory:

16. Launching applications with a key combination

Oneof the settings hidden iniGeonf is themability to launch applications with a.key combination:
Navigate to 'apps>metacity>key binding commands', double click on one of the 'command '
entries and enter the launch command for'the application you want to run. To set the key, double
click on‘the same entry in 'apps>metacity> global keybindings'and press a key. Holding 'Ctcl Shift
alt' and that key will now launch the application.

17. Use pervasive searches

Ultimate Edition comes 'with.an excellent utilities for searching through the contents of files and
emails, but

it's not enabled by default. .Open the Search and Indexing window from the Preferences menu, and
enable both indexing and watching. Afterthe index has been created; you can search through your
files using the '"Tracker Search Tool' in the "Applications>Ac¢cessories’ menu.

18«Switch To AiFaster Desktop

Ultimate Edition uses the.Gnome, desktop. by default. It's a,good choice because Gnome is powerful,
capable

and popular. But it's'not streamlined or partictlarly efficient.'A faster alternative i’ XFCE, the
sourcerof Xubuntuyand this eanrbe installed through the Synaptic package manager by searehing for
the "xubuntu-desktop" meta-package.




20¢#KDE auto-login

If you. prefer Kubuntu or the KDE desktop, then you'll need to use a different configuration panel to
enable auto-login.-"Open KDE's System Settings application, and switch to the Advanced page and
open the LLogin Manager. Enter your root password and switch to the convenience page. From here
yousean choose.to enable a user for auto login.

21. Pre-load Kongueror

If you're always launching KDE's file and web browser, you can pre-load several instances of it'to
speed up launch tim€. Open the Settings>Configure Konqueror windotw, and switch to the
Performance page. Increase the number of instances from 1 to something like 4 or 5. Each instance
takes extra system/memory, but each session/of Konqueror will now/16ad almost instantly.

22. Use:Konqueror shortcuts

Kongqueror is a great file and web browser with plenty of shortcuts for the power user. Our favourite
is theability to use shortcuts in the location field to perform online;searches. Typing 'wp:linux',will
search Wikipedia for Linux; while 'gg:linux' and ggi:linux" will search Google and Google Images.
System-wide

23, Launch OpenOffice.oxg faster

The default OpenOffice.org configuration errs on the side-of caution. There are 100 levels of undo,
for example, and reducing this number will.reduce the amount of memory it uses: This setting can
be found from the Options window by switching to theMemory page: Ity reducing the unde steps
to 30.

24. Use.the quick launch toolbar.

In both Gnome and KDE, you can drag applications from‘the launch menu onto the desktop and
onto the toolbar, Clicking on these icons is the quickest way of launching your most used
applications, short/of holding down a certain/key combination,

25. Replace slow applications

One of the best'things about'open source'is that there's always ansalternative,.and switching to one
can vastly improve your system's.performance. Try Abiword instead,of OpenOffice.org's Writer,
Thunar'instead of Nautilus and Opera instead-of Firefox. All are broadly compatible with their
alternatives, and perform faster.

26. Rapid application launch

If you know the name of the application or tool you want'to launch, you can quickly start it by
pressing Alt and F2./This displays a single command-line.prompt in a.window, and-into this you
type.your application name. Type 'firefox’.and its icon.will appear. Ptessing enter will launch-it.

27. Take a screenshot

Pressing the Print key will take a sereenshot and bring up the save file window. Being able to take a
screenshot at any mement is meredibly usefud, and is great for saving enline order details, for
example, or just your high.score in Crack Attack. Préssing Alt and Print will take a screenshot of the
currently active window.

28. Quickly restart the desktop

Ogcasionally, you may findsthat your desktop hangs.and you can.mno longer use the keyboard or
mouse. Fortunately, the desktop process is entirely:independent of the rest of the operating system,
and you-can reset the desktop by-holding down the Ctrl-Alt and backspace keys. But you will'still
lose any unsaved data, so be careful.

29. Jump to a'console
Another option if your desktop has crashed is jumping to'a command-line console. Pressing Ctrl




andalt, followed by F1-F6 will switch the display tosone of six different consoles. From hete, you
can login and try. to Kill the process causing trouble, before switching back to your desktop by
pressing Ctrl Alt and F7,

3 1. dweak vour.Nvidia settings

After installing the proprictary driver, Nvidia graphics hardware provides exceptional 3D and 2D,
acceleration for the Linux desktop. You can fine-tune your Nvidia hardware by installing an
application called 'nvidia-settings', from which you can edit your monitor settings,.enable twin
displays and add.a drop shadow.to the cursor.

32. Track down laigé unusedlfilés

Large and scattered files can start to slow your desktop down, as well as any applications that rely
on reading the contents of a direetory. The best tool we'vefound for eonsolidating and deleting
unused files is called Filelight. It uses a pie chart to show where the largest files are located, and
youcan easily delete directories of junk from- the right;click meénu:

33. Enable vertical sync in Compiz

Compiz, the 3D:whizzy desktop effects application, ean be eithera resource hog oreven an
acceleration tool. It depends on the power of your graphics hardware. But we've nearly always had
better more responsive results on-the desktop-by enabling the vertical sync option in the general
option page of the Compiz settings manager:

34. Don't Compiz
On the other hand, the wonderful effects that Compiz produces can't/really be described as

functional, although they do provide some improved usability for some. You can free up plenty.of
resources by disabling the desktop effects from the Visual‘Effects page of the
Preferences>Appearance window.

35. Get packages off a €D or DVD

Even inthese times of pervasive.internet, youssometimes need to be able to install'apackage
without havingian internet connection. Fortunately, the Synaptic package manager can read the
contents.of an Ultimate Edition installation,CD, and add those packages to the database for
mstallation from

the drive. Open the Software Sources window: from the Administration.menu, switch-to the "Third
Party' page and.elick on the.!Add CD-ROM' button.

36. Boost load speed with Preload

Preloadris a tool yow can install through the Synaptic package manager. It will runsilently in the
background, from-Where it will try to guess which libraries you're likely to use before you use them.
It'will then load these intofmemory so that your applications load quicker.. The effects seemto be
minimal with recent releases of Ultimate Edition, but it's worth a try.

37. Usea virtual desktop

Ifyou enjoy trying different distributions, but have always been.put off by the installation; try
Virtual Box from the official Ultimate Edition repositories: It's easy touse and letsryou install a
virtual

version of almost any Linux installation (and even Windows) right on your desktop;and running at
close to native speeds.

38. Boot into text mode

Sometimes, a graphical environment is unnecessary, especially if youtise your machine as a seryer.
Whigchris exactlyswhy there'ssaversion of-Ultimate Edition.called the'Server edition. By defauit;
Server has

no graphical desktop. But in all other ways, it's the same Ultimate Edition.| Thisl makes it perfect.as




a web or
media streaming server.

39. Suspénd vour system

Why wait for your system to-boot when you can resume your session from hibernation. This s
quicker than booting, and you can continue where you left off. But it's also dependent on'your
hardware behaving itself. Just give it a go'to see if your hardware supports/ the feature. Click on'the
logout button, and.if-hibernate appears as.an.eption, it:should work.

M. Try it it's veally not that bad

Thelcommand-lin€ really is your friend. After opening Terminal from the Applications>A ccessories
menu (or Konsole in, KDE), you can'accomplish many common tasks mueh more effectively than
from any desktop GUI. To copy folder, for example, type ‘cp -rf source"destination’; rename a file
with 'mv' and edit a text file using a command called 'nano".

42. Easy command shortcuts

You canpress the tab'key while using the command-line to automatically complete command

names as-well as'system paths. You can.also cursor up'through your commandshistory, andaise 'Ctrl
« _.I' to search for a command starting with the characters you.begin to type.

43. Replace heavy-GUI applications with command-line.equivalents

Thereare command-line versions of mostidesktop applications. Youwcould installand use 'pine' for
your email and news, for instance: Or fry 'lynx' for, web browsing and 'wget' or "ncftp' for
downloading files. 'mc', short for'Midnight Commander, is a feature-full file manager, and alll of
these toels will tun en hardly. any memory with hardly any CPU requirements.

44. Create andSO image from a CD oria DVD

You/can:create ah ISO image fiom optical media, and imost attached |devices, by tising a single
command on the terminal. Type 'dd if=/dev/cdrom of=disk.ise bs=1024''to make a raw copy of the
data and“drop it into-the disk.ise file. You mayneed to unmount the drive first, by typing 'sudo
umount /dev/cdrom’.

45. Read an ISO disc image without burning it

If you've downloaded an ISO disc image, and.you want to,access the files on it without wasting an
optical disk, you'can create.avirtual drive from the image with a single.command. Open the
terminal from the Accessories menu. Type 'sudo mkdir /mnt/image’, followed by 'sudo mount -o
loop disk.iso /mnt/image". You'can now browse the disc'by pointing a'file browser at the
'/mnt/image' folder.

46. Use the.'screen’ command

After you've got used to the command-line, one of the best commands to learn is called 'screen'. It's
the command equivalent to virtual desktops, and it lets you run several sessions at once, as well.as
suspend and resume-a session. Type 'screen’ to start, then press 'Ctrl a'followed by“'c' to create a
new session. 'Ctrl'a" and 'n'or'p’ will switeh through the active sessions. 'Ctrl'a’ and.'d' will detach
from the sessiony while typing !screen -r' willresume ong:

47. Aceess your Ultimate Editionimachine from anywhere

The best thing.about the command-line.i$ that you can use it to access your machine securely from
anywhere onjthe. internet. The key to this is,something called 'SSH', - the secure, shell. Install
'openssh-server' through Synaptic' and use a tool ¢alled 'putty' on a Windows machine, or 'ssh' on
Linux; to access the'ecommand-linethrough your user accounts on yout.Ultimate Edition box.

48. Transfer files between computers files quickly and securely
With the open SSH server installed and running, you can quickly and securely transfer files to and




from the remote computer using the 'sftp' command. t works justdike FTP, and accepts both 'put'
and 'get' for file tranfers. If you preferia GUL, -we recommend using Filezilla on, Windows, or 'sftp://'
as a protocol'in KDE:

49..Avoid typingdsudo’

You might have noticed:that for almost every important configuration command you type, you need
to precede it with 'sudo' and your'password. This can be'a teal pain if you're typing'one sudo
command after the other. Avoid this'hassle by typing 'sude bash', this transparently.replaces the
current shell with-a iew one, complete with-administrator privileges.

50. Create a root account

If you find yourself spending more and more time requiring system administration privileges, you
may as well enable the root account. Just type“'sudo passwd root', and enter your password followed
by a new one for the root account. You can now type 'su root' to login as root, but you should only
use this modé for essential system maintenance.

Speed up web surfing 1n Ultimate Edition 8.10 (Intrepid) Should wotk for all though
httpi//forumubuntusoftwaresdnfo/viewtopic.php? =7 &t=2394

Everyone wants to have a faster web browsing experience! In this short How-To I'm going to_cover
an casy-way of doing this using the recently released Ultimate Edition-8.10 Intrepid: distribution.
My recommendation in this article 1S to install.a proxy server on yourlocal computer. This stores
local-copies (caching) of webssites on your-computersshard drive.

When you surf to a site it ¢hecks the cache first and it'it finds.the page or image there; it loads
directly from the local hard drive' copy. This is much faster, than downloading again from the
Internet, especially if you don't have a fast connection speed and it has.the added benefit of
reducing downloads‘from the Internet.

To install and use this in Ultimate Edition|8.10 is incredibly simple. Go to the System menu; select
Administration and then' Synaptic Package Manager. Click on search and type in squid.

In the main part of the window, you'll need to/go about two-thirds of the way downithe page until
you find squids#Right-click.on it and select Mark fordnstallation.«Click Apply:This will thén install
squid.and any dependencies it has (squid-common/from,memoty).-As.this is a relatively/tiny
application this really only takes-a few seconds.

When this is done, go to Firefox and click'on Edit, Prefetences, Advanced, Network, Settings. Click
on Manual proxy configuration, and type into the box marked "Http proxy" the word localhost. In
the port number, type in 3128. You can also tick the "Use this proxy for all protocols box".

If web pages don't.lead after following the.instructions., try the following trouble-shooting tips.and
trickss

Firstly, as squid installs itselflas a service thatloads on start-up, we are going to check if the service
is actually running. The easiest way to do.this is...(queue the dramatic music!)...using the Command
Line Interface. Go to Applications, Accessories, Terminal:

Type in the following: sude service squid status, and hit Enter and then your password. [fyou get a
message that'thesenvice is running, then it should be working through Firefox. Reboot your
computerand try Firefox again.

If however, it says the serviee is stopped; then type in'the same command (ot hit theup arrow on
your keyboard) and replace "status" with "start" or. "restart” and then Enter. It should only take a
few seconds to get it going again.' If you try the "status" command again, it should'tell you that'the
serviceris running:

The'second trouble-shooting tip is to disable TPv6 on your computer. This is also incredibly ‘easy. In
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(K€ontrol) allows you to create hot keys'you can use'with any application.

Let's-assign one of the actions-in-the previous-section to'a-hot key. Open KControl (use the console
command kcontrol or find it in-the K Menu),expand the Regional and’Accessibility: branch, and
seleet KeyboardsShortcuts. Youwill be presented withedozens of actions to assign hot keys.to.
Seroll down to (or search for) the'Shade action and ‘select it. In the Shortcut, for Selected Action
frame, select the'Custom button and enter'a key sequence -- for instance, Ctrl-Alf-S.-- then click the
Apply button. Press.the sequence to try shading KControls

Next, let's assign a keyboard shortcut to a command using the Desktop Communications Protocol
(DCOP). Still in KIControl undet the Regional and Accessibility brarch, select the KHotKeys
module. From here you can assign keyboard shortcuts and mouse gestures to commands that the
Keyboard Shorteuts-module doesnot provide:

Eor the;purposesof this example we will set a key to pause the Kaffeine mediaplayer. Press the
New Action button to begin, and set the Action type to Keyboard Shortcut -> DCOP Call (simple).
Select the ' Keyboatd Shortcut tab, then click the lone button‘to follow the familiar steps of assigning
a key sequencesNow select.the DCOP Call Settings tab and typekaffeine for Remote Application.
Set'the Remote object to Kafteinelface'and the Called function.to pause, then click Apply. Your
keyboard shortcut‘'will now toggle a running Kaffeine player between'pause and play. You can do
something similar for other applications; you'can generally find instructions in each application's
documentation,

Most applications designed for integration with KDE have a Configure Shortcuts dialog accessible
through.their Settings menu that will let you create hot keys that work specifically for that
application, and only when its window is selected.

Using Kongueror's advanced features

Kongqueror is KDE's file managerand Web browser. You can turn on its'sidebar by.going to the
"Window" menu‘and selecting Show Navigation Panel. The Navigation Panel will appear as a
sidebar,to Konqueror, with tabs to switch between tools. You can use it.to Quick Browse your
filesystem (Folder utility), mount'CDs (Services utility), or even play music (Sidebar Media Player
utility),"To have more than one panel open at'once, right=click on one of the tabs, select the
Configure Navigation Panel.sub-menu, and then the Multiple Views option. You ¢an also add new
tabs from this'menu. Also, clicking Show Terminal Emulator in the Window menu will open an
integrated Konsole.

Kongueror supplies many different ways to view yourfiles. Along with the standard Icon, Tree, and
Detailed List views is the exeellent File Size view, which displays files-and folders as graphical
sections of your Konqueror page- Larger files are represented by larger blocks, allowing you to
visualize your file system. You can eonfigure how this information is presented to you'in the bottom
section of the View menu.

In'Konqueror's'Window menu are options to Split View horizontally and vertically. Splitting a
window's view: lets you see two pages at once; which canibe useful for filling in forms at one Web
page with information from another, or easily dragging and dropping files from one folder to
another,

If you've created a combination of Kongueror options that suits you, you can save it-for future use.
Goto the Settings menu and click Save View Profile, enter a name for it, and click Save: To load it
again-later, go back to the Settings menu, the Load View Profile submenu, and click on the name
you saved.

KIO slaves-are a much-touted, and oft under-appreciated, aspect of KDE. KIO slaves allow you to
access a number 'of APIs as if they were Intemet protocols'in Konqueror. In the same way that you
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In.case of a freeze where you cannot do-anything, simply press Alt+PrintScreen+R+E-+I+S+U+B,
keep in.mindithat the underlined keys must be kept pressed through the restiof the sequence AND
that you-will need to-keep holding the sequenee keys for asmall period of time before going to'the
next oneso that theit.actions can’be carried-out properly (Eor example; hold the Rikey for about 1-2
seconds before moving on to:S): If the sequence doesmot work at.first; then inerease the time period
between each 'sequence key press and try again.

If anyone requires.a,good way. of remembering the sequence R+E+I+S+U+B, just remember
“Reboot Even If System Utterly Broken”.

Raw (take contral of keyboard back from X); tErminate|(kill -15 programs, allowing them to
terminate gracefully), kIl (kill -9, unterminated programs), Sync (flush data to disk), Unmount
(remount everything‘read-only), feBoot.

NOTE:- This keystroke does not work in the event of a kernel freeze as the keystroke sequence
depends on the kerel in order to unmount and make the required steps before the restart.
Safely shutting down Ultimate Edition when it is frozen

The'key sequence to achievethis does net differ fromthe one used to restart Ultimate Edition safely
exeept
for the Tast key. So here it is as‘follows:-

Alt+PrintScreen+R+S+E+I+U+0, keep inimind that asin.the previous.sequence; the underlined
keys must be kept pressed through the rest of the. sequence’AND that you will need to keep holding
the sequence keys for a small period of time before going to the next one so that their actions can be
carried out properly.

If'someone requires a good descriptionson what each keystroke here does, theére1s not much of a
difference from the last one, except(Oncejagain),the finalkey:-

Raw (take control of keyboard back from X), tErminate (kill -15 programs, allowing them to
terminate gracefully), k111 (kill -9 unterminated programs); Sync (flushidata to disk), Unmount
(remount everything read-only), shutdown.

NOTE:-"This keystroke does not-work in the event of a kernel freeze as the keystroke sequence
depends.on the kernel in order to unmount and make the required steps before the shutdown.

Brief descriptions about the keys you canwuise in magie SysRq sequences

0= 9 - sets the console log level, controlling which. kernel messages will be printed to your console
so that you don’t get flooded.

B - restarts the system without making steps to ensure that the conditions are good.for a safe reboot,
using this key alone is like doing a cold reboot.

Ei- sends SIGTERM to alliprocesses except init. This means that an attempt is done to.end the
current processes except init,|safely, e.g. saying a document.

F - call pom kill(Out Of Memory Killer), which-will kill a process that is consuming all available
memory.

H= displays help about the'SysRq keyson a terminal though in actuality youscan use any.key
except for the ones specified; to display help:

I - sends SIGKILL to all processes except inif. This means that all the processes except for init arg
killed, any data in processes that are killed will'be lost.

K =kills all processes-on the'current terminal. It is a bad idea to do this on a console where X is
running as the GUI will stop.and-you can’t see what you type, so you will need to switch to.a tty
after doing the magie SysRq.

L - sends SIGKILL to all processes, including init. This means that every processincluding init'will
be kalled, using this key willaender your.system non-functional andno.further.magicSysRgikeys
can be used. So 1n this case you will-have to cold.reboot it.

M -'dumps memory info to your console.



O.#shuts downsthe system via ACPI or ifi older systems, APM. As'in key “B’jusing this kéy alone
is'like a-cold reboot(Or in. this case, a cold shut down).

P - dumps the current registers-and flags to-your console.

Q - dumps all timers info to your console.

R -.takes keyboard and mouse control from the X server: This can.beuseful if the X-Servererashed,
you can change to a consoleand kill.the X-Server or check the error log.

NOTE:-"The documentation refers to this key’s task as “Turns off keyboard raw mode and sets it to
XLATE?, but we suppose it’s safe enough to.assume that.it takes back.control fromr X.

S - writes all data from the dise cache to the hard-discs,it'is a sync.and is necessary to reduce the
chances of data corruptions

T - dunips a list 6f current tasks and info toyour consolé.

U - remounts all mounted filesystems read-only. After using this key, you can reboot the system,
with Alt+SysRq+B without harming the system.

W - dumps uninterruptable (blocked) state tasks.

Controlling the use of SysRq keys

There ate some ways of controlling the use 0f:SysRq keys(i-e. what can'be used, enabling or
disabling them.completely);two ways of doing this are:-

1) Configuring the SysRq keys during kernel compilation itself.

There'isn’t much here since you'can only disable SysRq keys and not actually control or define
what you can and can’t'use. The/option you-are looking for is:-

MAGIE._SYSRQ

2) Usingproc'sysrq trigget calls.

This is much more flexible than changing the configuration of the kernel but this has one downside
with security which is explained after(since it is very minor). You use the echo command to.achieve
this for €ase but you'could also use any normal text editor'to achieve this. Now the‘command is(you
will need rootipermissions):-

echa * > /proc/sys/kernel/sysrqwhere
0 - disable sysrq keys completely

1 - enable all functions of sysrq

2 s‘enable control of console logging level

4 -'enable control of keyboard (SAK, unraw)

8 - enable debugging'dumps of processes etc.

16 - enable sync command

32 ~enable remount read-only

64 - enable signalling of processes (term, kill, oom-kill)

128 - allow reboot/poweroff

256 - allow nicing of all RT tasks(control thenice level(priority) of Real Time tasks)

So you-can define-what SysRg keys can be-used, and alse define whether they are.all on or off.
Now for-the “downside”. For example you disable SysRq keys when you wantto stop people(local)
from doing key presses and then shutting down or messing up the PC during an important task.
Now with eonfiguring the kernel, you can stop SysRq keys from being used at all from the
beginning of the boot process right uptil the'end, with ealling the proc-Sysrq triggers however, your
option only takes place when it'is executed(i.c. after'the system has booted up) so there is‘a certain
areajof vulnerability with calling the triggersiwhereas there is no suchithing in configuring the
kernel, some people are that desperate to secure their systems to care about a few seconds, however
do not blame me for it

Something about the magicSysRq keys is that they can be used in‘any sequenee and in any'way to
achieye the required objective, for example you can just press AlttSysRqg+B to,do something like a
cold reboot.

(73 =1

is a number; which c¢an be jany one of these:-

Enabling Temperature Sensors.in Linux
http://forumubuntusoftware.info/viewtopic.php?f=7&t=1988



Maeost computers these days«€ome with asyriad of sefisors'to monitor the temperature of your
computer. These sensors are generally:located, on'the processoriand the motherboard, and'you, might
also ‘have sensors-on-your video'eard. On top-of that, all S-M.A.R. T-enabled hard drives have built-
in temperature monitoring.

The temperature of your computer is a vital thing to keep track of - heat and ‘computers don't mix
very well, Unfortunately, Ultimate Edition doesn't setup your computet's sensors atutomatically; but
you can

follow these steps-to enable the temperature sensors in.your computet.in Ultimate Edition, orany
other

versionfof Linux| While sensor-monitoring is-somewhat hiardware dépendant, this guide will work
for most users. It involves heavy use of the command-line, but don't worry - I will walk you through
it step-by-step.

L. Installing the sensor libraries

First thing's first - 'you need to install the libraries that allow Linux to réad your sensors. To do this,
install the Im-sensors library, by running the command:

sudo apt-get install Im-sensors

This will install the libraries for your motherboard's sensors. For your hard-disk sensots; you'll want
to install hddtemp:

sudo apt-get install hddtemp

In Ultimate Editien; the install-will ask you several questions. Firstatwill ask ifat-should runSUID
root,

select|"yes." It will then ask you for an interval for logging the temperature to a file; since welare
going to have an.applet display our system temperatures for us, this isn't necessary, s0 most.users
will be fine leaving the default of "0’ and pressing enter; if you wish to‘log this data, however, I'd
recommend awvalue between 2 and 10 seconds. Nexd, it will askif it should run as a deamon; select
yes,jand leave the default values for hostname and port. [Finally, it will ask if youiwish foritite run
on startup -'select "yes."

2. Running sensors-detect

Now that your sensor libraries are installed, you need to detect your sensors! Run the command:
sudo sensors-detect

Which will probe your'system for sensors. Answer "YES" to all questions! Don't just'hit enter, type
"YES", becauseat the end there will be aquestion forwhich the default answeris "no", andwe'll
want to answer in the affirmative.

The sensors-detect program will'scan yur system, and thenl give you a'summary, stating which
sensors it has found. It will then say: | will now generate the commands needed to load the required
modules. After you-hit ENTER to continue; it will ask, D6 you want to add these lines to
/ete/modules automatically? (yes/NO) This is the question-we want to make sure we answer Y ES to.

3. Loading the modules
Since we answered YES to the previous question, our sensor modules will be loaded by defaultthe

neXt time we start up. But since we don't want to have to reboot, we're going;to use the information
we got from the sensors-detectiscript to load the modulesiourselves, this time only: Right aboye the
last question will appear a list of modules that you should Tead, in the form of:

#----cut here----

# Chip drivers

smsc47m1

#----cut here----

Youmay have more;.or different;.items listed - that's finel-What we want to domnow; to loadsthese
modules, is.use the modprobe command, as follows:
sudo modprobe [module name}
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keyboard. As soon as'Connecting to device KEY BOARD "ADDRfappears you must entera PIN
code into theikeyboard. Itymust consist of numbersinot using the numpad, somewhere between 4
and 8-should be fine:"Type this number in to the keyboard-and press Return.

A window should pep up on yout.computerasking you fot;the number you just entered on the
keyboard.

You should now be set up. The devices should automatically reconnect when they go to sleep and
when your computer'boots up.

Troubleshooting

If you have followed all the steps above and you find yout mouse or keyboard don’t automatically
reconnect, weican fix it. Runthe following command in a terminal

sudg gedit /etc/default/bluez-utils

Find the following lines

HIDD ENABLED=0

HIDD OPTIONS="...”

Change them to

HIDD ENABLED=1

HIDD QPTIONS="+master --connect KEYBOARD_ ADDR --connect MOUSE "ADDR --server”
Now reboot andhopefully they’llrautomatically connect (give them a few secends to.connect after
you moyve the mouse/press a key).

10 things you didn’t know you could do in Ultimate Edition
httpi//terumubuntuseftware.info/viewforum:php?=7 &stait=125

Create website links that automatically. install software

Sometimes if you’re trying to help somebody. fix'a problem, you’ll. haye to tell them how to.install
software. Yet for some Ultimate Edition newbies, even this can be confusing. The solution is to
createa

“software install” hyperlink within a webpage (such asaiforum posting), new email window; or
Pidgin message window. To do this, simply click the “create link” button on the web page or within
the email (the precise hame of this will vary depending on‘the software/website used), and thentype
aptipackagename in the URL field, replacing packagéname with.the precise name of the package as
listed in-Synaptic.

For example, let’s say, you want to tell somebody how to install the thunar package; a lightweight
file manager. If you’re creating an email with the instructions, ensure the new mail uscs HTMLE
(ensure HTML.is checked om'the Formatimenu), and.then elick Insert=> Link.dn the URL.field,
delete what’s, there, and type apt:thunar. Don’t worry about the Description field—Ieave,it with the
default contents that will probably mitror what’s in the URL field. Then click the/ Close button.
Note

that.thete’s a slight bug in Evolution that means, for some reason, the-hyperlink.won’t actually
appear as a link until-you type some more into the new mail window, or click the Send button.
Perhaps-it goes without saying that should you ever reccive such alink in an email, or see'on¢ on a
website, you should be very wary (especially if there are also additional instructions telling you,to
add a new software repository). It would be easy to disguise a malicious link as something
seemingly benign, although you will always be promipted to confirm the choice of software before
installation.

Do stuff without touching the mouse

If you want to sun an-application, just hitAlt +F2 and then type the name of the program If it
needs, to. run with root privileges, just type gksu beforchand. For example, to tun GNOME Terminal,
you would type terminal. To run'Gedit, type gedit. If the program is.command line; check the' Run
In Terminal box (us€ the Tab key to move from field to fi€ldin the dialog box andhit'the Space’to
seleeta field). Thisswill then.open. a terminal window.and run the.eommand, but'be.aware thatthe
terminal window will then'close as soon as the command has finished, so you won’t be able to
inspect the output. Want to browse to a file system location, but too lazy to grab the. mouse and click




the'Places menu? Hit'the forward slash (/), and then type the pathinto the dialog box that appears.
Want to rename a file but:don’t want to use the mouse? Just ensure, the file is highlighted (use, the
cursor keys to highlight it if necessary) and'hit F2. Then type the new filename. To-change the file
extension too (which.isn’t highlighted for delction by default), just hit'Ctr]l + a and'then type the
complete new filename.

Instantly Search Google for Any Word or Phrase

Have you ever been.reading a document and.wanted to.look up something in Google? In Firefox
you can just highlight the word or phrase, right-click it, and select Seatch Google. However, what if
you’re reading, say, a PDF file? Or a manpage in aiterminal window? A very simple but effective
solution is Googlizer, which you-can installjusing Synaptic. Once installed, it’s’added to the
Applications — Internet menu, so you’ll have to manually drag and drop it to a blank spot on the
panel for quicker aceess. How it.works is simple. Highlight any text, in"any application, and then
click Googlizer’s icon to instantly search Google. If a Firefox window is open, a new tab will be
added;showing the search results: Otherwise; Firefox will-be started; and the search-results shown.
Give it a'try. It’s one of those simple things that might just change the way you work forever.
Googlizer can be personalized sosthat it searches the version of Googlelocalized tosyour country, or
even a non-Goegle search engine: To dosthis, you’ll need to.discover the search URL for the engine
you want to use. To do so, just perform'a search using either the localized version of Google (for
example, http://www.google.co.uk, if you live in the UK) or a/different search engine. Then look at
the URLE for the part'where yoursearch termyappears, and‘highlight/copy all that comes befores1£1
seareh-for Ultimate Edition Kung Fu using http://www:google.co.uk; I.get the following URL for
the search

results page:

http://www.google.co:uk/search?hl=en&q= ... arch&meta=

...s0 I'chop the end off, from the Ultimate Edition+Kung+Fu part onward, and I’'m1eft with
following,

which I'copy into the clipboard (highlight the text, and hit.Ctrl +¢):
http://www.google.couk/search?hl=en&q=

Once you have the information, right-click the'Googlizer panel icon, and select Properties. In the
Command textifield, add —ufl after googlizer, and then paste your'Google URE. For'example, 1
ended up with the following:

googlizer --url http://www.google.co.uk/search?hl=en&q=

You can also change the icon if you want by clicking the icon preview at the top left of the dialog
boxa*When finished; elick the'Close butten, and then.test the new.localized search. Here are'some
URLs that will make Googlizer use other search engines—just add these addresses after, the —url
part of the Command text field, as described earlier:

Yahoo.com: http://search.yahoo.com/search?p=

Ask.com: http://www.ask.com/web?q=

Mierosoft Live: http://search.live.com/results.aspx ?2q=

Create a File Delete. Command That Uses the. Trash

The rm-€ommand deesn’t have a‘trash facility. Once files-are deleted, they’re goneforever.
However, you.€an create your own trash command,which, when'used at the prompt, willimove files
and/or folders tojUltimate Edition’s standarditrash folder.;The files;can;then be recovered, if desired,
or

permanently deleted.in the usual way by emptying the Trash folder. Tosadd the new/eommand,
you’ll have to ereate an alias. You’ll need to edit thesbashre. file in'your/home folder and.add a line
to the bottom, as, follows:

1. Open-a terminal window, and ‘type' gedit ~/-bashrc.

2. At thé bottom of the file thatappears, add the following new line:
aliasitrash="myv.~t=/.local/share/Trash/files =backup=t"

3" Save the file, close Gedit, and open, a new terminal window to test your,néew command. To delete
filename.doc, for example, you would type trash filename.doc. The new command will work on




folders too, and'multiple files/folders can'be specified one after the other (for€xample, trash
filenamel.doc filename2.doc).

RepairWindows from Within Ultimate Edition

If Windows is refusing to boet, for whatever reason, youcan try repairing the file system from
within Ultimate Edition: Use Synaptic, to search for the ntfsprogs package: Once 1t’sinstalled,
unmount your

Windows partition. (if it’s mounted), and type-sudo ntfsfix./dev/sdal to-check and fix the partition
(assuming your Windows partition is /dev/sdal—Ilikely if you installed Ultimate Edition in a dual-
boot

configuration onla/computer alréady running' Windows)! This tip 1s dlso useful if you see the
“Cannot mount volume” error when attempting to access your Windows partition from within
Ultimate Edition.

Dump, the Text on airtual Console to.a Kile

If you’re trying to fix a problem, you might want to capture the output of a command for
reproduction on a website forum,along with the command you typed to get the results. If you’re
working in a terminal-windew, you can eut and pasteybut what ifyou’re working at-a virtual
console? If you simply want to_capture the result of'a command, just redirect the output:

Is > output.txt 2> &1

This will'send both.the output and etrror output (if any) ofthe Is command to output.txt. If you want
to capture the command you.typed and any other command-line detritus (including.output),use the
secreendump command. The following will send everything curréntly on the current screen
(command-line prompts included) toa text file called output.txt:

sudo screendump > eutput.txt

The command has to be issued as root because of permission issues, but the resulting file will be
owned by yow

Instantly Hide a File or.Folder

Any file‘or folder whose name is/preceded with a period () is hidden from view in.Nautilus and
als6 won’t appear in the list'of shell commands suchias Is, unlessithe user specifically chooses to
view hidden files (Is-a, ot clicking View — Show/Hidden. Files in Nautilus). So to-hidea file,or
folder, just rename 1t‘(select it-and hit F2), and then puta period in front of the filename. Gone. If
the file'doesn’t vanish, hit F5 totefresh the file listing. To return the file to view, just remove the
period. If you want to. make.a file disappear from Nautilus’ view of files (including the desktop) but
still appear in command-line listings, add a tilde symbol (~) to the end. For example, to hide
partypicture.jpg, change its filename to partypicture.jpg~.-To hide text file, change’its name to text
file~.

Print at the Command Line

You can/quickly send text or configuration files to the printer using the Ip command. For example,
to print the /etc/fstab ¢onfiguration file, you would type lp, /etc/fstab. The formatting of the printed
page is rough (no margins, and non-proportional font used), but it’s OK for quick hard copy
viewing. If you want you can set a top page margins‘using the -o‘page-top= command option. The
following will printithe same;file with a one-inch (72 pica) marginjat the top:

Ip -0 page-top=72 /ctc/fstab

Note that for the Ip.command to work, you’ll.need to first. make your printer the system default
(even if it’s the:only one attached). To de so, click System —> Preferences — Default Printer. Select
your printer, and. then click Set Default. Then click Close.

Listento:MP3s whenno GULis#unning

Soyou’ve tweaked UltimateEdition into.astate of disrepair. Any.hope.of a GUl1sa pipe-dream, at
least for the moment."While you hack away fixing things, wouldn’t it be nice to have some music to
console you at the console?
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